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OITPEJAEJIEHUS

B HacrosmeM JOKyMEHTE UCHOIb3YIOTCS CIEAYIOIINE TEPMHUHBI U UX OIPEIEIICHUS.

ABTOMATH3MPOBAaHHAsI CHCTEMAa - CHUCTEMA, COCTOALIAs M3 MEpCOHajJa M KOMILIEKCa
CPEICTB aBTOMATHU3ALMM €T0 JEATEIbHOCTH, pealu3yromas UHGOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJIHEHUS YCTAHOBJICHHBIX (DYHKIIUH.

AyTeHTH(UKAIUA OTHPABUTENA JAHHBIX - MOATBEPXKIEHHWE TOTO, YTO OTIPABUTEIb
MOJIYYEHHBIX JJAHHBIX COOTBETCTBYET 3aBICHHOMY.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX - COCTOSHHME 3alUMIICHHOCTH NEPCOHAIBHBIX
JAHHBIX, XapaKTEPU3yeMO€ CIOCOOHOCTBIO IMOJIb30BATENEH, TEXHUYECKUX CPEICTB H
UHOOPMAIIMOHHBIX ~ TEXHOJIOTMM  00ecrneunTb KOH(PHUIEHIHUATBHOCTh, LEJIOCTHOCTh H
JOCTYIMTHOCTh TEPCOHANBHBIX JaHHBIX NpHU HX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
NEPCOHAIIBHBIX JAHHBIX.

Buomerpuyeckue mnepcoHa bHbIe JAaHHbIE - CBEICHHS, KOTOPBIE XapaKTEPU3YIOT
¢dusnonornyeckue OCOOCHHOCTH YEJIOBEKa W HAa OCHOBE KOTOPBIX MOXHO YCTAHOBUTH €r0
JUYHOCTb, BKJIOYas (pororpaduu, OTIEYaTKH MHaiblieB, 00pa3 CEeTYaTKH TIJia3a, OCOOEHHOCTH
CTPOCHHUS TeJa U APYTYyI0 MOA0OHYI0 HH(OPMAIIUIO.

bioknpoBanue mnepcoHaNbHBIX JaHHBIX - BpPEMEHHOE IMpekpaileHue cOopa,
CUCTEMAaTU3allMM, HAKOIJICHUS, UCIOJb30BaHMS, PACIIPOCTPAHEHUS, IEPCOHAIBHBIX JAHHBIX, B
TOM YHCJIE UX IEPEJauH.

Bupyc (KoMIbHOTEPHBbI, NMPOrPAMMHBINA) - WCIOJHAEMbIM MPOrPAMMHBIA KOJ WU
UHTEPIPETUPYEMbI HaOOp MHCTPYKLMM, OONaJaroluii CBONCTBAMH HECAHKLIMOHUPOBAHHOIO
pacnpocTpaHeHuss U camoBocripousBeeHusd. Co3naHHbIe AyOJIMKAThl KOMIIBIOTEPHOTO BHpYCa
HE BCEr/la COBNAJAIOT C OPUTHMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JalbHEUIIEMY
pacnpoCTpaHEHHUIO0 U CAMOBOCIIPOU3BEEHUIO.

BpenonocHass mporpamMma - 1porpaMma, MpeJHa3HAY€HHas [JIs OCYLIECTBICHUS
HECaHKIIMOHUPOBAHHOT'O A0CTYyNA U (MJIM) BO3JEHCTBUS HA IEPCOHANIbHBIE JAHHBIE WU PECYPCHI
MH(OPMAIMOHHOW CUCTEMBI IEPCOHATIBHBIX JaHHBIX.

BcnomoraresibHble TeXHH4YECKHE CPEICTBA M CHCTEMbl - TEXHUYECKHUE CpEACTBA U
CUCTEMBI, HE MpeTHA3HAUYCHHbIE JJI Mepeadyn, 00padOTKU U XpAaHEHUS] IEPCOHAIBHBIX JAHHBIX,
YCTaHaBJIMBAEMbIE COBMECTHO C TEXHHUUYECKMMH CPENCTBAMU U CHCTEMAaMHU, ITPEIHA3HAYEHHBIMH
Uis 00pa0OTKM MEPCOHAJbHBIX JIaHHBIX WM B TIOMEUICHHMSX, B KOTOPBIX YCTAHOBJICHBI
UH(GOPMAIIMOHHBIE CUCTEMbI IEPCOHAIBHBIX TAHHBIX.

JocTtym B ONEPpaMOHHYK cpeAdy KOMNbHOTepa (MH(POPMANMOHHOM CHCTEMBI
MEePCOHAIBHBIX AAHHBIX) - IOJIYYEHUE BO3MOXXHOCTH 3allyCKa Ha BBIIIOJIHEHHE IITAaTHBIX
KOMaHJ, QYHKIHE, Npoleayp ONepaloHHOM CUCTeMbl (YHHUYTOXKEHHUS, KONHUPOBAHMS,
NepPEMEIICHHMS U T.I1.), UCIIOJTHAEMBIX (DailIoB MPUKIAAHBIX TPOrPAMM.

HocTyn kK nHpOpMAaIHH - BO3MOXHOCTb MOTyYeHUs! HH(OPMALIMKU U €€ UCTIOIb30BAHMS.

3ak/iaiouHoe YCTPOMCTBO - DJIEMEHT CpeAcTBa cheMa HHGOPMALMHM, CKPBITHO
BHEJIpSIEMbIil (3aKiaJblBaeMblii MJIM BHOCUMBII) B MeCTa BO3MOXXHOIO cheMa MHpopMaiuu (B
TOM YHCJI€ B OTPaXKJIeHUE, KOHCTPYKIIMIO, 000pyI0BaHKE, PEIMETHl HHTEPbEPa, TPAHCTIOPTHBIE
CPENCTBa, a TAKXKE B TEXHUYECKUE CPEACTBA U CUCTEMBI 00pabOTKH UH(MOpMAIIIH).

3amumaemasi uupopmanms - uHGoOpMaIKs, ABISIONIASACA NPEIMETOM COOCTBEHHOCTH U
noJyUiekamasi 3alluTe B COOTBETCTBHM C TpPEOOBAaHUSIMU IMPABOBBIX JIOKYMEHTOB WJIH
TpeOOBAHMSIMU, YCTAHABINBAEMBIMH COOCTBEHHUKOM MH(OPMAITUH.

Nnentudukanus - npucBoeHrne cyobekTaM U 00beKTaM I0CTyma uaeHTudukaTopa u (Mim)
CpaBHEHHUE MPEIBbABISIEMOT0 HACHTH(PHUKATOPA C ITEPEUHEM IPUCBOECHHBIX HIEHTU(HUKATOPOB.



NHpopMaTUBHBIA CUTHAJ - DJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKHE, IJIEKTPOMArHUTHBIE
U jApyrue (Qu3Mueckue Moy, [0 TapaMeTrpaM KOTOPBIX MOXET ObITh pacKpbITa
kKoH(uneHnuaneHass ~ wHbopMmanus  (MEpCOHaNbHBIE  JaHHBIE)  oOpabaTbiBaeMas B
MH(OPMAIMOHHON CUCTEME MEPCOHANIBHBIX JIAHHBIX.

Nudopmanuonnas cucrema nepcoHadbHbIX JaHHbIX (MCII[In) - undpopmannoHHas
cUCTeMa, MpeJCTaBisiomas coO00M COBOKYIHOCTh MEPCOHATIBHBIX JaHHBIX, COACPKAILUXCS B
0a3e IaHHBIX, a TaKkkKe WH(OOPMAIIMOHHBIX TEXHOJIOTUA U TEXHUYECKUX CPEJCTB, MO3BOJISIOMINX
OCYHIECTBIISITh 00pabOTKYy TaKMX TNEPCOHANBHBIX JAHHBIX C MCIOJb30BAHUEM CPEJICTB
aBTOMAaTHU3alIMU UM O€3 UCII0JIb30BAHUS TAKUX CPEICTB.

NudopmanuoHHble TEXHOJOTMH - TPOLECCHI, METOJbl TMOuCKa, cOOpa, XpaHEHUs,
00paboTKH, TPENOCTaBICHUS, PACIPOCTPAaHCHUS WHOOpPMAIMU W CIOCOOBI OCYIECTBICHUS
TaKHUX MPOLIECCOB U METO/OB.

Hcnonb30BaHue NMEPCOHANBHBIX JAHHBIX - JCHCTBUS (ONEpanuu) C MEepCOHATbHBIMU
JAHHBIMH, COBEpIIAEMbIC OINEPATOPOM B IENAX NPUHSATUS PEHICHUN WIM COBEPIICHUS] UHBIX
JNEUCTBUN, TOPOXKIAIOIINX IOPUANUYECKUE MOCIEACTBUS B OTHOUIEHUU CYyOBEKTa MEPCOHATBHBIX
JAHHBIX WM JPYruxX JUl JUO0 MHBIM 00pa30oM 3aTparMBaloOIIMX IpaBa M CBOOOMABI CyOBEKTa
MEPCOHANIBHBIX JJAHHBIX WM IPYTUX JIUII.

HcTounuk yrpo3bl Oe3omacHocTH WHGOPMANMHM - CYOBEKT JOCTyNa, MaTepUaIbHBIN
00BEeKT WM (QU3NYECKOE SBJICHHUE, SBIISIIONIUECS MPUYMHOW BO3HUKHOBEHHUS YIPO3bI
6e3omacHOCTU MH(pOpMAIUH.

KonTrposupyemasi 30Ha - TIPOCTPAHCTBO (TEppUTOpHUA, 3JaHUE, YacThb 3JaHUS,
IOMEIIEHUE), B KOTOPOM HCKIIFOUEHO HEKOHTPOJIMpyeMOe NpeObIBaHHE MMOCTOPOHHUX JIMII, a
TaKXe TPAHCIOPTHBIX, TEXHUUECKUX U UHBIX MAaT€pPUAJIbHBIX CPEICTB.

KonduaeHunaabHOCTh TNEPCOHANBHBIX JAHHBIX - 00s3aTellbHOE i1 COOJIOJEHUs
ONEepaToOpOM HJIM UHBIM MOJYUYHBIIUM JOCTYN K NEPCOHAIBHBIM JAHHBIM JIMIIOM TPEOOBaHUE HE
JOMYCKaTh UX PacnpoCTpaHeHHe 0e3 corjiacus CyObeKTa MepCOHANbHBIX JAHHBIX WM HAJIUYUS
MHOT'O 3aKOHHOT'O OCHOBaHHMSI.

MexceTreBOH 3KpaH - JIOKWIbHOE (OJHOKOMIIOHEHTHOE) WU  (DYHKIHOHAILHO-
pacmpesieieHHOe  MporpaMmHoe  (IIporpaMMHO-anmapatHoe)  CPeICTBO  (KOMILIEKC),
peanusyroliee KOHTPOJb 3a HMH(pOpMauued, MocTynamoueil B HHPOPMAIMOHHYIO CHCTEMY
MEPCOHANIBHBIX JAHHBIX U (WJIM) BBIXOJAIIEH U3 HHPOPMAITMOHHOM CUCTEMBI.

Hapymure/ib 06€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX - (U3MUECKOE JIUII0, CIIYYAHO HIIH
IIPEIHAMEPEHHO COBEPIIAOIIEE JEHUCTBUS, CIEACTBUEM KOTOPBIX SBISETCS HapyIlIECHHE
0€30MacHOCTH TEePCOHANBHBIX JAHHBIX TPU HUX OOpabOTKE TEXHUYECKHMH CpEIACTBAMHU B
UH(OPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX TAHHBIX.

HeaBromaTn3upoBaHHasi 00pa00TKa NepPCOHAJBHBIX JaHHBIX -  00paboTka
NEPCOHANIBHBIX JAHHBIX, COJEPKAIIMXCA B MHPOPMALMOHHON CHUCTEME MEPCOHAIBHBIX JTaHHBIX
aM00 W3BICYEHHBIX W3 TAKOM CHUCTEMbI, CUUTAETCS OCYIIECTBIECHHOM 0€3 MCIOIb30BAHUS
CpPeICTB aBTOMAaTH3alUU (HEaBTOMATU3UPOBAHHOM), €CJIM TAKUE ACHCTBUS C MEPCOHAIbHBIMU
JAHHBIMH, KaK HCIIOJIb30BAaHUE, YTOYHEHHUE, PACIPOCTPAHEHUE, YHUUTOXKEHUE MEPCOHATBHBIX
JAHHBIX B OTHOLIEHUU KaXJIOr0 U3 CYOBEKTOB MEPCOHANBHBIX JaHHBIX, OCYIIECTBIISIIOTCA MpU
HEMOCPEICTBEHHOM y4aCTUH YEJIOBeKa.

HenekiapupoBaHHble BO3MOXKHOCTH - (DYHKIIMOHAJIBHBIE BO3MOXKHOCTH CPEJICTB
BBIYUCIIUTEILHON TEXHUKH, HE OINKHCAaHHbIE WJIM HE COOTBETCTBYIOIIME OINHCAHHBIM B
JIOKyMEHTAIUH, TMPU WCIIOIH30BAaHWN KOTOPBIX BO3MOXKHO HapylieHHWE KOH(MUIECHIINATHLHOCTH,
JIOCTYITHOCTH WJIH [IEJIOCTHOCTH 00pabaThiBaeMO¥ HH(POPMAIIUH.



HecaHKIMOHMPOBAHHBIA N0CTYN (HECAHKUMOHMPOBAHHbIC [eHCTBHMA) - JIOCTyIl K
uHbOpMaIlMU WK ACUCTBUA ¢ MHPOpMAIMEH, HapylIaloIie MpaBuiia pa3rpaHUueHusl JOCTyTa
C HCMOJb30BAaHUEM INTATHBIX CPEICTB, MPEJOCTABISEMBIX HH(GOPMAIIMOHHBIMH CHCTEMaMU
MEPCOHANIbHBIX JTAHHBIX.

Hocurenb mupopmanum - Gu3MuecKoe JUI0 WU MaTEpUAbHBIA OOBEKT, B TOM UYHCIIE
dbusnyeckoe moJsie, B KOTOPOM HMH(pOpMAaIMs HAXOJUT CBOE OTpPAXECHUE B BUJE CHUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEHICHUI M TMPOIECCOB, KOJWYECTBEHHBIX XapaKTEPUCTHK
(bu3NYEeCKUX BEIIUYHUH.

O0e31MYUBaHUE MNEPCOHAJBHBIX [AHHBIX - JICHCTBUS, B pe3yJibTaTe KOTOPBIX
HEBO3MOKHO OMNPEAETUTh MPUHAIICKHOCTh MEPCOHAIBHBIX JAaHHBIX KOHKPETHOMY CYyOBEKTY
NIEPCOHAIIBHBIX JAHHBIX.

O0pabdoTka nepcoHAJbHBIX JaHHBIX - JEHCTBUS (OMEpali) C NEPCOHAIBHBIMU TAaHHBIMU,
BKJIIO4Yasi cOOp, CHUCTEMATH3alMI0, HAKOIUIEHWE, XpaHEHue, YTOYHeHue (OOHOBIICHHE,
W3MCHECHHE), WCIOJIb30BaHUE, pacIpocTpaHeHHEe (B TOM 4YHCIE Tepenady), 00e3IMYHMBaHHE,
OJIOKUPOBAHUE, YHUUYTOKEHHE IMEPCOHAIBHBIX TaHHBIX.

OOwenocTynIHbIE MEPCOHAJIbHBICE JaHHbIE - T[IEPCOHAIBHBIC JAaHHBIE, JIOCTYI
HEOTPAaHUYEHHOT0 Kpyra JIMIl K KOTOPBIM IPEIOCTABIIEH C COIJIacUsl CYObEKTa MEepCOHAIbHBIX
JaHHBIX WJIM Ha KOTOPHIE B COOTBETCTBUU C (helepajbHBIMU 3aKOHAMH HE PacIpOCTpaHseTcs
TpeOoBaHUE COOJIIO/IEHUS KOH(PUACHIIUATBHOCTH.

Onepartop (IepCcOHANBHBIX JAHHBIX) - TOCYJaPCTBEHHBII OpraH, MyHULIMIAIBHBIN OpraH,
IOPUIUYECKOEe WIH (PU3UYECKOE JIMI0, OpPraHu3yolnee U (Uiu) OCyIIeCTBIsIomee 00padoTKy
NEPCOHAIBHBIX JaHHBIX, a TaKKe ONpeAeNAlIue UeId U CoAepKaHue o0paboTKu
NEPCOHAIBHBIX JaHHbIX.

IlepexBaT (MH(pOpMAUM) - HEIPABOMEPHOE MOTyYeHUE UH(POPMAIUU C UCIIOIH30BAHUEM
TEXHUYECKOTO  CpPEICTBA, OCYLIECTBISIOLIEIO OOHapyKeHHe, TmpueM ©  00paboOTKy
MH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHble OaHHBbIE - J100as WHGOPMAIMSA, OTHOCAIIASACA K OMNPEIEICHHOMY WU
omnpeneasieMoMy Ha OCHOBaHMM Takod HHPopManuu (U3HMYECKOMY JMLY (CYOBEKTYy
NEPCOHANIbHBIX JAHHBIX), B TOM YHCII€ €ro (pamMuius, uMs, OTYECTBO, IO/, MECSIL], JaTa U MECTO
POXKIEHMsI, aJpec, CEeMEWHOe, COLMAIbHOE, HUMYIIECTBEHHOE IIOJIOKEHUE, 00pa3oBaHUE,
npodeccusi, 10X0Abl, Ipyras HHPOpMaIus.

ITo004HBIE 3JIEKTPOMATHUTHBIC M3JIY4YeHHUS U HABOJAKH - 3JIEKTPOMAarHUTHBIE U3TyYEHUS
TEXHUYECKUX CPEeNCTB 0OpabOTKH 3ammuiaeMoil MH(opMaIuy, BO3ZHUKAIOIIME Kak MOOO0YHOE
SBJICHHE W BBI3BAHHBIC JJICKTPUUYECKHUMH CHUTHAJaMH, JEHCTBYIOIIMMH B UX JJEKTPUUYECKUX H
MarHUTHBIX LEMsX, a TaKXKe 3JEKTPOMarHUTHbIE HaBOJKU 3TUX CUTHAJIOB Ha TOKOMPOBOJSLINE
JVMHUHA, KOHCTPYKIIUHU U 1IeTIA TUTAHMSL.

[MosuTHKa «YHUCTOrO CTOJA» - KOMIUIEKC OpPraHU3ALMOHHBIX  MEPOIPHUSATUH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3aMMCHhIBAHUS HAa OyMa)kKHbIe HOCUTEIM KIIOUEH U aTpuOyTOB
nocTymna (mapojei) u XpaHeHus! uX BOJIU3U 00BEKTOB I0CTYIIA.

IMoab3oBaresb HWHGOPMAIMOHHON CHCTEMBbI MEPCOHAJIBHBIX [JAHHBIX - JIMIO,
y4acTBYIOIlee B (PYHKIIMOHUPOBAHUU MH(DPOPMAIIMOHHOW CUCTEMBI MEPCOHATBHBIX JAHHBIX WU
UCIIOJIb3YIOIIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHuyeHus A0CTYIA - COBOKYITHOCTb MPaBWJI, PErJaMeHTUPYIOIIUX MpaBa
J0cTyna cyObEKTOB JOCTYyIa K 00bEKTaM JOCTyTA.

IIporpamMmmHuas 3aKJiajKa - KOJ IpOrpaMMbl, IPeTHAMEPEHHO BHECEHHBIN B MPOrpPaMMy C
LENbI0 OCYHIECTBUTh YTEUKY, W3MEHHUTb, OJOKUPOBATh, YHUUTOXHUTh HH(POPMAILUIO WIU



YHUYTOXUTh W MOIUGUIUPOBATH MpOrpaMMHOE olecrieueHne HHPOPMAIMOHHON CUCTEMBI
NEPCOHANBHBIX JaHHBIX U (MJIK) OJOKUPOBATH anmapaTHbIE CPECTBA.

IIporpammHoe (IpOrpaMMHO-MaTeMaTHYeCKOe) BO3/AelCTBHE - HECAHKIMOHUPOBAHHOE
BO3JICHCTBHE HA PECYPChl aBTOMATU3UPOBAHHON MH(POPMAIIMOHHOM CHCTEMBI, OCYIIECTBIIIEMOE
C UCIOJIb30BaHUEM BPEIOHOCHBIX TIPOTPAMM.

PackpbiTHe NEPCOHANBHBIX JAHHBIX - YMBIIUICHHOEC WM CIy4yallHOE HapyllIeHHEe
KOH(UIEHIIMAIbHOCTH TIEPCOHATIBHBIX JaHHBIX. PacnpocTpaHeHne nepcoHaNbHBIX JaHHBIX -
JIEUCTBUS, HaAIpaBJCHHbIC Ha Mepeaady MEepPCOHANBHBIX JTaHHBIX OINPEICICHHOMY KPYTY JIHIL
(mepenaya MEpCOHANBbHBIX JAHHBIX) WM HAa O3HAKOMJICHHE C TEPCOHAIBHBIMU JAaHHBIMU
HEOTPAaHUYEHHOTO KpyTra JIMII, B TOM YHClie 00HApOAOBaHUE MEPCOHATBHBIX JAHHBIX B CPEACTBAX
MaccoBOi MHGOpMaIUK, pa3MelieHne B MHPOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETAX WU
IIPEIOCTaBIEHUE AOCTYyNa K NEPCOHATBHBIM JTAHHBIM KaKUM-JTMOO UHBIM CIIOCOOOM.

Pecypc nHpopManiuoHHO#M CHUCTEMBI - UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO, IPUKJIATHOTO
WIN anmapaTHoro obecrneueHus: GyHKIIMOHUPOBAHUS HH()OPMALIMOHHON CUCTEMBI.

CnenuajbHble KATerOpMH MNEPCOHAJBHBIX JAHHBIX - [I€PCOHAJIbHBIE JaHHbBIE,
KAacarollMecss pacoBOM, HAIMOHAJIBHOM  MPUHAJIEKHOCTH, TMOJUTUYECKUX  B3IJISOB,
PEIUTUO3HBIX WU  (PUIOCOPCKUX YOEKIEHUM, COCTOSHUS 370pOBbS W HWHTUMHON JKU3HU
cyOBeKTa MepCOHATBHBIX JAaHHBIX.

CpencrBa BbIYMCJIUTEIBHOH TEXHMKH - COBOKYIHOCTHb MPOTPAMMHBIX U TEXHUYECKUX
3JIEMEHTOB CUCTEM OOPaOOTKH JTaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITETILHO WM B
COCTaBE JIPYTUX CUCTEM.

Cy0bekT noctyna (cy0beKT) - JIUI0 WIH NPOLECC, IEUCTBUS KOTOPOTO PEMNIAMEHTUPYIOTCA
MpaBWJIaMH pa3rpPaHUYECHUS JOCTYIIA.

Texnnueckue cpeacrsa HHGPOPMAIMOHHON CHCTEMBbI NEPCOHAJBHBIX JAAHHBIX -
CpeIcTBa BBIYMCIUTEIBHON TEXHUKH, WH(OPMAIMOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHI U CETH,
CpeACTBa M CUCTEMBI Tiepeaaun, mpueMa u oopadotku I1/IH (cpencTBa U cCUCTEMBI 3BYKO3aIUCH,
3BYKOYCUJIEHUS, 3BYKOBOCHPOU3BEACHHMS, IEPErOBOPHBIE U TEJIEBU3MOHHBIE YCTPOMCTBA,
CpencTBa W3rOTOBIICHUS, TUPAKUPOBAHUS JTOKYMEHTOB W JIPYyru€ TEXHUYECKHUE CpEICTBa
00paboTKM  peyeBoil, rpaduueckoil, BUAEO- U OYKBEHHO-LIM(PPOBOKW HHPOPMALIIH),
MPOrpaMMHBIE CPEJICTBA (OTMEpAIlMOHHBIE CHCTEMbI, CHUCTEMbI yMpaBJICHUs 0a3aMu JTaHHBIX U
T.11.), CPEACTBA 3alUThl UHPOPMAIIUU, TPUMEHSIEMbIE B HH(OPMAIIMOHHBIX CHCTEMaX.

Texnnueckuii KaHajd yTedyku HWH(OPMAIMM - COBOKYMHOCTh HOCHUTENS WHMOpMaIuu
(cpenctBa 00pabOTKH), (HU3UUECKON Cpelnbl pachpocTpaHeHUs WH()OPMATUBHOTO CHUTHAjIA U
CPENCTB, KOTOPHIMU JOOBIBAETCA 3aluiiaeMas nHpopmarus.

TpancrpanuyHasi nepeaaya nepcoHaJIbHBIX JaHHBIX - TTepeaada MePCOHANBHBIX JaHHBIX
omeparopoM uepe3 ['ocymapctBeHHyro rpanully Poccuiickoit ®enepanuu OpraHy BJIACTH
WHOCTPAHHOTO TOCYJapCTBa, (U3MUECKOMY WM HOPUIMYESCKOMY JIMIy HWHOCTPAHHOTO
roCy1apcTBa.

Yrpo3bl 6e30aCHOCTH MEPCOHAJBHBIX JAHHBIX - COBOKYITHOCTH YCIIOBUM W (haKTOPOB,
CO3AIIINUX OMACHOCTh HECAaHKIMOHHUPOBAHHOTO, B TOM WYHCJE CIy4alHOTO, J0CTyma K
NIEPCOHAJILHBIM JaHHBIM, PE3YJIbTATOM KOTOPOTO MOJKET CTaTh YHHYTOXCHUE, N3MCHCHHE,
OJIOKUpOBaHUE, KOMUPOBAHHE, PACHPOCTPAaHEHUE NEPCOHATBHBIX JaHHBIX, a TaKKe HHBIX
HECAaHKIIMOHUPOBAHHBIX JIEUCTBHA Tpu uX 00paboTke B WHGOPMAIMOHHON CHCTEME
MIEPCOHANILHBIX JAHHBIX.



YHUUYTOKEHUE MEPCOHAIbHBIX JaHHBIX - JICHCTBUSI, B PE3yJIbTaTE KOTOPHIX HEBO3MOKHO
BOCCTAHOBUTh  COJICpKAHUE TEPCOHANBHBIX JTAaHHBIX B  HWH(GOPMAIIMOHHOW  CHUCTEME
MEPCOHAIBHBIX JAHHBIX WU B PE3YyJbTaTe KOTOPHIX YHUYTOXKAIOTCA MaTE€pUalIbHbIE HOCUTENIN
MEPCOHANIBHBIX JTAHHBIX.

Yreuka (3amumaemMoii) HHPOPMAIUM N0 TEXHUYECKUM KAHAJIAM - HEKOHTPOJIUPYEMOE
pacnpocTpaHeHue MHGOpMAIMK OT HOCHUTENS 3allMiaeMoil uHpopManuu 4epe3 (pUu3nuecKyro
cpeny 0 TEXHUYECKOTO CPEeJICTBA, OCYIECTRISIONIETO MepexBat nHpopmaiuu.

Ya3BuUMOCTh - ClIa0OCTh B CPEICTBAX 3allUTHI, KOTOPYI0 MOXHO HCIOJB30BaTh IS
HapYLIEHUsI CUCTEMBI WIIU CoZiep Kalieiicss B Hel nHbopMaIii.

HenocTHocTh MHGOPMALIMHU - CIOCOOHOCTH CPEACTBA BBIUMCIUTEIBHOW TEXHUKH WIIU
aBTOMATU3UPOBAHHON CHCTEMBI 00€CIeunBaTh HEU3MEHHOCTh WH(POPMAIMA B YCIOBHSX
CIIy4alHOI O u/unm MPEIHAMEPEHHOTO VCKaKCHUS (pa3py1uieHus).



OBO3HAYEHUSA U COKPAILIEHUSA
ABC - aHTUBUPYCHBIE CpE/ICTBA
APM - aBTOMaTH3MpOBaHHOE paboUee MECTO
BTCC - BcmoMoraTeabHbIE TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NUCTIIx - undopmaiimonHas cuctemMa nepCcoHalbHbIX JaHHBIX
K3 - koHTpONMpyemas 30Ha
JIBC - nokanpHas BBIUUCIUTENIbHAS CETh
MD - mexceTeBoi 3KpaH
HC/I - HecaHKIIMOHUPOBAHHBIN JTOCTYII
OC - onepanoHHas cucTeMa
[1/TH - nepcoHanbHbIE TAHHBIE
[IMB - nporpaMMHO-MaTeMaTHYECKOE BO3ACHUCTBHE
10O - nporpaMmMHOE 0OecrieueHne
[I9MMUH - nobouHbIe 3€KTPOMarHiuTHbIE U3TydeHHs 1 HaBoJku CA3 - cuctema aHain3a
3amumenHocty C3U - cpeacTsa 3amuThl HHPOpMaUU
C3I1IH - cucteMa (moacucTeMa) 3aluiuThl NepcoHalbHbIX JaHHbIX COB - cucreMa oOHapyKeHUsI
Brop)keHnii TKYU - Texunyeckue kaHallbl yTeuku HHPOpMaIUn
VYBIIdH - yrpo3bl 6€3011acCHOCTH MEPCOHATBHBIX TAaHHBIX



BBEJAEHUE

Hacrosmas Konnenmus wunapopManmonHoit 0Oe3omacaoctu WCIIJ[H MyHUIIUIATBEHOTO
OIOJIPKETHOT'O JIOIIKOJIBLHOTO oOpa3zoBaTelbHOTO yupexaeHus «Jlerckuit cam No 27» (MHanee -
MBJI0OY), paspaborana MBJIOY, sBasercs oQuIManbHbIM JOKYMEHTOM, B KOTOPOM
ompejiesieHa CUCTeMa B3MUISI0B Ha obecrnieueHue nHpopmarmonHout 6e3onacuoctu MbJIOY.

Heobxoaumocts paszpabotku Konmeniuu oO0yclioBiI€HAa CTPEMUTENIbHBIM PaCIIUPEHUEM
chepnl NpUMEHEHUsT HOBEHIIMX MHGOPMAIIMOHHBIX TeXHoiorui u npoimeccos B MBJIOY, npu
00paboTke nHpOopMaLK BOOOIIIE, U IEPCOHATBHBIX JaHHBIX B YACTHOCTH.

Hacrosimas Konuenuus ornpeaenser OCHOBHBIE IEH U 33J]a4M, a TaKKe OOIIYI0 CTpaTEruio
MOCTPOCHUSI CHUCTEeMbl 3aluThl mnepcoHanbHblX AaHHbIX (C3I[[H) MBAOY. Konnenuus
OTIpeJIEIISICT OCHOBHBIE TpeOOBaHUS M 0a30BBIC MOAXOMBI K WX pPeaHM3alliu, IS JOCTHIKEHUS
TpeOyeMOoro ypoBHS 0€301MacHOCTH WH(OpPMAITUH.

Konnenmus pa3paboTaHa B COOTBETCTBUU C CHUCTEMHBIM TOAXOAOM K OOECIEUYEHUIO
nHpopMarimonHoit 6e3onacHocTi. CUCTEMHBIN MOJAX0] MPEANoaraeT MpoBEICHUE KOMIUIEKCa
MEpONPUSATUNA, BKIIOYAIOUIUX HCCIEI0BaHUE Yyrpo3 HUHGOPMAMOHHONW O€30MacHOCTH U
pa3paboTky cuctembl 3amuThl [1IH, ¢ MO3UIMN KOMIUIEKCHOTO MPUMEHEHUS TEXHUYECKUX U
OpraHU3alUOHHBIX MEP U CPEJICTB 3AILUTHI.

[Tox nabopmanronHoi 6e3onacHocThio [1/IH MOHKMMaeTCs 3alUIIEHHOCTh MEPCOHATBHBIX
JTAHHBIX U 00pabaThIBaOIIEe X UHPPACTPYKTYPE OT JIFOOBIX CIyYalHBIX WJIM 3JI0HAMEPEHHBIX
BO3JICUCTBUM, PE3yIbTATOM KOTOPBIX MOKET SIBUThCSI HAHECEHHE yliepOa caMoil mHbopMaIui,
ee Biagenbiiam (cyobektam IIIH) wim uHppacTtpykType. 3amaun  uHOOPMAIMOHHOU
0€30MacCHOCTU CBOJSTCS K MHUHUMM3aLMM yiiepba OT BO3MOXKHOW peaau3aluu  yrpos
oe3onacHoctu [1JIH, a Takke K MPOrHO3UPOBAHUIO U TIPEAOTBPAILICHUIO TAKUX BO3/ICHCTBUM.

KoHuenmus Ciay>KdT OCHOBOM sl  pa3paOOTKM KOMIUIEKCA OpraHU3allMOHHBIX U
TEXHUYECKUX Mep Mo obecrneueHuto uHpopmanumoHHod Oe3omacHocth MBJAOVY, a Ttaxke
HOPMATUBHBIX U METOAMYECKUX JOKYMEHTOB, OOECIEUYMBAIONIUX €€ pealu3alliio, U He
npejnoiaraeT noAMeHbl GyHKIMN rocy1apCTBEHHBIX opraHoB BiacTu Poccuiickoit denepanuu,
OTBEYAIOUIMX 3a oOecredyeHne O0e30MacHOCTH HMH(MOPMALMUOHHBIX TEXHOJOTUH U 3aUUTy
uHdopMaIuu.

KoHnuenuus sBisgeTcst METOIOJIOTHYECKOM OCHOBOM IJIS:

- (hopMHUPOBaHUS U TIPOBEJCHUS SIUHOU MOJTUTUKH B 00JacTH oOecreueHus: 6€301acHOCTH
IT1n 8 UCITIn MBAOY;

- IPUHSTHS YIPABICHUECKUX PEIICHUN U pa3pabO0TKH MPAKTUYECKUX MEP MO BOTUIOIICHUIO
nosmtuku Oe3omacHoctd [1/IH ¥ BBIpaOOTKM KOMILJIEKCA COTJIACOBAHHBIX MEpP HOPMATHUBHO-
MIPABOBOI'0, TEXHOJOTUUECKOTO U OPTaHU3AIIMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBJICHHBIX Ha
BBISIBJICHUE, OTPAKCHHE M JIMKBUJAIMIO TOCICACTBUN peaau3alliy Pa3iuyHbIX BUIAOB YIpo3
IT]1H;

- KOOpAMHAMU ACSATEIbHOCTU CTPYKTYpHBIX nonpaszaeineanii MbIOY mnpu nposeneHun
pabot mo pazButuio u dkcryatanuu WCIIIH ¢ coGmtomeHneM TpeboBaHUM oOecreueHus
oe3onacuoctu [1]1H;

. pa3pabOTKH MPEJIOKEHUN TI0 COBEPIICHCTBOBAHWIO IPAaBOBOI0, HOPMATHBHOTO,
METOJMYECKOT0, TEXHHMYECKOTO W OpraHu3almoHHOro obecmedenust OezomacHoctu [1/H B
NCIIIa MBAOY.



Oo0usacte npuMeHennst KoHuenuuu pacnpocTpaHsercs Ha, SKCIUTyaTUPYIOUIUE TEXHUYECKUE
u nporpammuble cpenctBa HCII[IH, B KOTOpPBIX OCYIIECTBIISIETCS ABTOMAaTU3MPOBAaHHAs
oOpabotka II/IH, a Takke Ha TOApA3ACICHUS, OCYLIECTBISIONINE COMPOBOXKICHUE,
oOciy)uBaHuE U odecrieueHrue HopManbHOro GpyHkunonupoBanus UCII/IH.

[TpaBoBoii 0aszoif st pa3pabotku Hacrosiued Konuenmuu cioyxaT TpeOoBaHMS
neictByromux B Poccun 3aKoHOAATENbHBIX U HOPMATUBHBIX JIOKYMEHTOB IO 00ECIEYEHUIO

0e301macHOCTH MepcoHaabHbIX JaHHbIX (I11H).
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1. OBIIUE IMTOJOXEHUSA

Hacrosmas Konneniust onpenensieT OCHOBHBIE LENH U 3a/1a4H, a TAK)Ke OOIIYI0 CTPATErHIo
MOCTPOEHUSI CUCTEMbI 3aluThl nepcoHanbHbiX AaHHbIX (C3I1Jn) MBOY, B cooTBeTCTBUU C
[lepeunem UCII/In. Konuenius onpeaenser OCHOBHbIE TpeOOBaHMS U 0a30BbIE MOJIXObI K MX
peanu3anuu, A JOCTHKEHHs TpeOyeMoro ypoBHs 0€30MacHOCTH HH(popMaIuu.

C3I[1dx mpexacraBisieT coOONM COBOKYMHOCTh OPraHU3allMOHHBIX U TEXHUYECKUX
MeponpusTiid g 3amuTbl [IJ[H OT HempaBOMEPHOrO WM CIYYallHOTO JOCTyna K HHM,
YHUYTOXEHUSI, U3MEHEHUs, OJIOKUpPOBaHUs, KOMUpoBaHUs, pacnpocTpanenus [1JIH, a Taxxke
WHBIX HEMPAaBOMEPHBIX IEUCTBUNA C HUMH.

bezonacHoCTh NEPCOHAIBHBIX JTAHHBIX JIOCTUTAETCS nyTeM UCKJIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJE CIy4alHOro, JOCTyHa K IE€pPCOHAIbHBIM JaHHBIM,
pe3yapTaTOM KOTOPOTO MOKET CTaTh YHHUTOXXEHHUE, U3MEHEHHE, OJIOKMPOBAaHUE, KOMTUPOBAHUE,
pacrpoCcTpaHEeHUE MEPCOHATBHBIX JIAHHBIX, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBUI.

Crpykrypa, coctaB u ocHOBHble (QyHkuuu C3II[IH ompexaensroTcs UCXOAs M3 Kiacca
NCIIdua. C3IIIH BKIIOYAET OpraHU3alMOHHBIE MEPBI M TEXHUYECKUE CPEACTBA 3alIUTHI
uHdopmaruu (B TOM uHcle MHUPPOBAIbHBIE (KPUNTOrpapUUECKUe) CpeICcCTBa, CpPENCTBa
MPEIOTBPAIICHUS] HECAHKIIMOHMPOBAHHOTO JOCTYIA, YTEUYKH HH(OpPMAIMU IO TEXHUYECKUM
KaHaJlaM, MPOTPaMMHO-TEXHUUYECKHX BO3JICUCTBUI Ha TeXHUYECKUE cpeacTBa oopadotku [1/1H),
a TaKXe UCIOJIb3yeMble B MH(DOPMAITMOHHON cucTeMe HH(DOPMAIMOHHBIE TEXHOJIOTUH.

OTU MephI MPU3BAHBI 00ECIICUHTD:

- KOH(UEHIINATBEHOCTD uHbopMaIuu (3amuTa oT HECAHKIIMOHUPOBAHHOTO
03HAaKOMJICHU);

- IIEJIOCTHOCTh MH(pOpManuu (aKTyaJdbHOCTh M HENPOTHBOPEYMBOCTH HH(OpMaLuu, ee
3alMIIEHHOCTh OT Pa3pyLIEHUs U HECAHKIIMOHUPOBAHHOTO U3MEHEHHS);

- IOCTYMHOCTh MH(POpMaLIUK (BO3MOKHOCTb 3a IMPHUEMIIEMOE BpeMs MOJYYUTh TPEOYyEeMYIO
WH()OPMAIIMOHHYIO YCIIYTY).

Craauu co3ganus C3I1/IH BKIIOYAKOT:

. IPEANpPOCKTHAs CTaaus, BKJIovawmas mnpeanpoektHoe obcnenoBanue HWCII/H,
pa3paboTKy TEXHUYECKOTO (YaCTHOTO TEXHUYECKOTO) 3aJ]aHus Ha €€ CO3/IaHHE;

. cTaausi IpoekTupoBanus (pazpabotku npoekToB) u peanuzanuu MCII/H, Braouaromas
pazpadotky C3I1/1u B cocraBe UCII/H;

. ctanus BBojAa B neiictBue C3II/IH, BKItOYaromias ONBITHYIO AKCIUTyaTallMI0 U IPUEMO-
CIATOYHBIC UCIIBITAHUS CPEJCTB 3aIUTHl HHPOPMAIINH, a Takke oleHKy cooTBeTcTBUsI NCII/IH
TpeboBaHMsIM 06€30MacHOCTH HH(DOPMAITUH.

Opranu3aiuoHHbIE MEPHI MPEyCMATPUBAIOT CO3JAaHUE U MOJJEP:KaHHE MPaBOBOM 0azbl
oeszonacuoctu I1/IlH m pa3paboTky (BBeieHUE B JACHCTBHE) MpeaycMOTpeHHBIX [lonmuTukoin
uHopmarmonHoit 6e3onacunoctu MCIIJIH crienyromux OpraHu3alMOHHO-PACTIOPSIUTEIbHBIX
JIOKYMEHTOB:

e[Inan MeponpusaTuii no odecneyenuto 3amuthl [1In npu ux o6padotke B UCIIH;

e[Iman MeponpusaTHii Mo KOHTPOIIO oOecrieuenus 3amuthl [1]1H;

e[lopsiok pe3epBupoBanus U BocctaHoBlIeHH padborocriocooHoctr TC u I10, 6a3 qaHHBIX
u C31;
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o JlomxHocTHass uHCTpykums aamuauctparopa MCII[ln B yactu obecrieyeHus
oe3onacuoctu [1JIn npu ux oopadotke B UCII1H;

e JloibKHOCTHASI MHCTPYKIMS aaMuHUCTpaTopa 6ezonacuoctu UCIT/IH;

e JlomxHOCTHas MHCTpyKuus noib3oBatens VMCII[AH B yactu obecriedeHust 6€30MacHOCTH
[Tx mpu ux o6padotke B UCIIH;

el THCcTpYyKIIMS HA Ciyyall BOSHUKHOBEHHUS BHEIITATHOM CUTyalluu;

ePexoMEHAAIMM T10 HCIOJIB30BAHUIO IPOTPAMMHBIX M aIIIAPATHBIX CPEACTB 3ALIUTHI
uHpopMaruu.

TexHnuecKrue Mepsl 3alIUThl PEATU3YIOTCA MPU MOMOIIM COOTBETCTBYIOIIUX ITPOTrPaMMHO-
TEXHUYECKUX CPEJICTB U METOAOB 3aILUTHI.

[lepeuenr HEOOXOAMMBIX Mep 3alIUThl WH(OPMALUK OMPEAENSETCS MO pe3ylbTaTaM
BHYTPEHHEM IPOBEPKHU 0€301MacHOCTH NCITIu MBJIOY.
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2. 3AJIAYHA C3I11n

OcuoBuoil nenpto C3II/IH sBasieTcss MUHUMU3AIMS yiepOda OT BO3MOXHOW peanu3aluu
yrpo3 6e3onacHoctu [1/1H.

Jns  pmoctmkeHuss ocHOBHOM memm cucrema OesomacHoctd [I[Ja MCIIH nmomxHa
obecrneunBath 3PPEKTUBHOE PEIICHUE CIECTYIONINX 3a/1a4:

- 3aIIMTY OT BMemlaTeNnbcTBa B npouece pynkunonupoBanuss UCII/In noctopoHHUX JHIT
(Bo3MOXHOCTh Hcnoib30BaHuss AC M J0CTyHn K €€ pecypcaM JOJDKHbI HMETh TOJIBKO
3apEruCTPUPOBAHHBIE YCTAHOBJICHHBIM MOPSAKOM MOJIb30BaTENN);

- pasrpaHUYeHue JOCTyla 3aperMCTPUPOBAHHBIX IOJIB30BATEIEH K  anmapaTHbIM,
nmporpaMMHBIM U uHGopMannoHHbIM pecypcaM MCIT/IH (BO3MOXXHOCTH TOCTyMa TOJBKO K TEM
pecypcaM U BBITIOJHEHHs TOJIBKO T€X OMNepaluil ¢ HUMU, KOTOpble HEOOXOAMMBI KOHKPETHBIM
nosib3oBaTessiMm UCIIJIH 1151 BHITTOJIHEHHS] CBOMX CITY>KEOHBIX 003aHHOCTE), TO €CTh 3aIUTY
OT HECAHKI[IMOHUPOBAHHOTO JTOCTYyTA!

a) kK u"dpopmanuu, nupkyiupytomiei B UCI1/H;

0) cpeacrBam BeruucauTenbHOM TexHuku MCII/IH;

B)  amnmapaTHbIM, IPOrPAMMHBIM U KPUNTOTPpahUUECKUM CPEJICTBAM 3allUTHI,
ucnoiaszyembiM B UCIT/IH;

- PETUCTPALMIO JEUCTBUN IIOJIB30BATENIEW IIPU MCIOJIB30BAHUM 3AILMILAEMBIX PECYpPCOB
NCII[IH B CHCTEMHBIX XypHAJIAX W IEPUOAUYECKHN KOHTPOJIbL KOPPEKTHOCTH JEHCTBHUM
IIOJIB30BATENIEN CUCTEMBI ITyTEM aHAJIM3a COIEPKUMOIO ITHX KYPHAIIOB;

- KOHTPOJIb UEIOCTHOCTH ' (0OecrieueHne HEM3MEHHOCTH) CPEABI UCTIOMHEHUS TPOTrpaMM U
€€ BOCCTAHOBJICHHE B CIIy4ae HApyIICHUS;

- 3aIUTy OT HECAaHKIMOHUPOBAHHOM MOAMU(PUKALMK W KOHTPOJb UEIOCTHOCTH
ucnons3yeMsbix B MCII/IH mporpaMMHBIX CPENCTB, a TAKXE 3aIIUTy CUCTEMBI OT BHEAPECHUS
HECAHKI[MOHUPOBAHHBIX IIPOTPAMM;

- 3amuty [I/[H OT yTeuku mo TEeXHUYECKUM KaHajaMm Ipu ee oOpaboTKe, XpaHEHUU U
nepenaye 1o KaHajlaM CBSI3H;

- 3anuty [1/IH, Xpanumoin, oOpabaTbiBaeMON M mepeqaBaeMol MO KaHajdaMm CBSI3H, OT
HECAHKI[MOHUPOBAHHOI'O PA3IJIALICHUS UJIU UCKAXKECHUS,

. obecrieueHue KUBYUECTH KpPUIITOTpapUUEeCKUX CpEACTB 3alUThl MHQOpMAIMH pU
KOMIIPOMETALMHU YaCTH KIIFOYEBON CUCTEMBI;

- CBOEBPEMEHHOE BBISIBIEHUE UCTOYHUKOB yrpo3 O6e3onacHoctu [1J[H, npuyuuH 1 ycnoBui,
CIIOCOOCTBYIOIIUX HaHECEHUIO yiiepoa cyobektaMm [1/IH, coznanue

. MEXaHU3Ma ONEPATUBHOTO pearupoBaHus Ha yrpo3bl OezonacHocTH [1J{H 1 HeraTuBHBIE
TeHACHIINH;

. CO3/IaHM€ YCIIOBUM JJIi MHUHUMHU3ALMK W JIOKAJU3allud HAHOCUMOro yiiepoa
HEMPaBOMEPHBIMU JIEUCTBUSAMU (PUBHUECKUX M IOPUIMYECKUX UL, OCIabieHue HEraTUuBHOIO
BIUSIHUS U JIMKBUIALNS TTOCTIEACTBUI HapymieHus 6e3omacHoctu [1/1H.
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3. OBBEKTHBI 3AIINTHI

3.1 IlepeyeHb HH(POPMAIUOHHBIX CHCTEM

B MyHunumnansHoM OOIKETHOM JOIIKOJILHOM 00pa30oBaTEIbHOM YUpekaeHuu «JleTckuit
cag Ne 27» npousBoautcs o0pabOTKa MEPCOHAIBHBIX JAHHBIX B MHPOPMALMOHHBIX CHUCTEMa
00paboTku nepcoHanbHbIX AaHHBIX (MCIT/IH).

[lepeuenr UCII/IH omnpenensercs Ha ocHoBaHMM OTyeTa MO pe3yibTaTaM BHYTPEHHEHN
IIPOBEPKHU.

3.2 IlepeyeHb 00BEKTOB 32U THI

OObekTamMu 3amUThl  ABIAIOTCS - uHGpopmanusa, oOpabareiBaemas B WCII[H, u
TEXHUYECKUE CpeacTBa ee o0paboTku u 3amuThl. [lepedyeHb NEpCOHATBHBIX JaHHBIX,
noJjJieXxaniye 3amure, onpezaeseH B [lepeune nepcoHaIbHBIX JAHHBIX, MOJUICKAIIUX 3aIIUTE B
NCIIA.

OOBEKTHI 3aLIUTHI BKIHOYAIOT:

1)O6pabaTpiBacMasi HHGOPMAITHSL.

2) TexHomoruveckast ”HQOpMaIus.

3)[IporpaMMHO-TEXHUYECKHE CPEIICTBA 0OPAOOTKHU.

4)Cpenctra 3amutsl [1/H.

5)Kananbl nHGOPMAIIMOHHOTO 0OMEHA U TEJICKOMMYHHUKAIIHH.

6) O0BEKTHI ¥ IOMEIICHUS, B KOTOPBIX pa3MmerieHbl komnoHeHTsl UCTT/IH.
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4. KIACCUO®UKAIIUA MOJb30BATEJEN UCIIJTH

[TonszoBatenem MUCII[An sBasieTcs JWIO, YydYacTBylomiee B (YHKIIMOHUPOBAHUU
MH()OPMAIMOHHONW CHUCTEMbl IMEPCOHAIBHBIX JAHHBIX WM HCIOJIB3YIOIIEEe pe3yJbTaThl €€
dbynkuuonupoBanus. Ilons3oBarenem WCII[An sBuserca mo6oit corpynnuk MBJIOVY,
uMeronui goctyn Kk MUCII/IH u ee pecypcaM B COOTBETCTBUU C YCTAHOBJIEHHBIM MOPSAKOM, B
COOTBETCTBHUH C €ro PyHKIMOHAIBHBIMU 00S13aHHOCTSIMHU.

[Tonb3oBatenu MCII/IH aenarcs Ha TpU OCHOBHBIE KaTE€TOpUU:

1) Apmmunuctpatop UCIIIH. Cotpymauku MBJIOY, KOoTOpBIe 3aHUMAIOTCSI HACTPOUKOM,
BHEJIPEHUEM U COMpOoBOXIeHNnEeM cucteMbl. Anmuuuctparop UCII/x o6manaet
CIEAYIOLIUM YPOBHEM JOCTYIIA:

oOnamaer mMONMHONM HH(OpPMAIME O CHUCTEMHOM U MPHUKIAJAHOM MPOTPaMMHOM
obecneuenun UCII/H;

oOnagaer mMOJHOM HHPOPMALME O TEXHUYECKUX CpEACTBAX U KOH(UTypauuu
NCII/H;

UMEET JOCTYN KO BCEM TEXHHUYECKHM CpelcTBaM 00pabOTKU MH(OpPMALMU U JaHHBIM
NCII/H;

oOnamaer mpaBaMM KOH(PUIYpUpPOBaHMS M  aJAMMHHUCTPATHUBHOW  HACTPOMKHU
texHnueckux cpencts UCII/IH.

2)IIporpammuct-paspadorunk  MCIIJn. Cotpymauku MBJIOY wmm  cTOpOHHUX
OpraHu3alMii, KOTOPbIE 3aHUMAIOTCS Pa3padOTKON MPOrpaMMHOTO 00ECIIEYEHUS.

Pazpabotuuk UCII/IH oOnagaer cieayonM ypoBHEM JOCTYMA:

obOnagaer uHpopmalmeil 00 alropuTMax M MmporpamMmmax 0o0OpabOTKM HMH(OpMalUU Ha
NCIIH;

00JajaeT BO3MOYKHOCTSIMM BHECEHHUS OLIMOOK, HEAEKIApHUPOBAHHBIX BO3MOXHOCTEM,
IPOrpaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX IporpamMMm B nporpammHoe oOecneuenue MCII/IH Ha
CTa/Iuu ee pa3pabOTKU, BHEAPEHUS U COIIPOBOXKICHUS;

MOXKET pacronarath JtoObiMu (pparmentamu uHdopmainuu o tonojoruu MCIIIn u
TEXHUYECKUX Cpe/cTBax o0paboTku u 3ammthl [1/1H, o6padarsiBaembix B UCII/IH.

Kareropuu momnbs3oBareneid NOKHBI ObITh ompeneneHsl nis kaxnon WMCIIJH. JomkHo
ObITh YTOUHEHO pa3/ieJIeHHE COTPYAHHUKOB BHYTPH KAaTErOpuil, B COOTBETCTBUU C THUIAMH
MoJIb30BaTeNeH onpeneneHHbIMu B [lonutrke nHGOpMAIIMOHHOM 6€30MacHOCTH.

Bce BbIsIBIEHHBIE TpYIIbl MOJIb30BaTeNe oTpaxatorcs B OTuere Mo pe3ysbTraram
BHYTpeHHEW npoBepku. Ha ocHoBaHmm Otdera ompenensrorcs npasa AOCTYIA K dJIEMEHTaM
NCIIx s Bcex rpymn MOJab30BaTeNER U oTpaxarorcs B Marpuie nocryna B [lonoxxennu o
pasrpaHU4eHHH MpaB JOCTyIa K 00padaThIBAEMbIM MEPCOHATBHBIM JTaHHBIM.
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5. OCHOBHBIE TIPUHIIUIIBI HIOCTPOEHUSI CUCTEMBI KOMIIJIEKCHOM
SJAIIIUTHI UTHOOPMAIINHU

IToctpoenue cuctembl obecneuenus OeszomacHoctu I1[ln UCITJn MBJIOY wu ee
(GYHKIITMOHUPOBAHUE JOJDKHBI OCYIIECTBISATHCS B COOTBETCTBHH CO CIEIYIOIIMMH OCHOBHBIMHU
MIPUHIUIIAMU:

3aKOHHOCTb;

CHUCTEMHOCTB;

KOMILUIEKCHOCTb;

HETPEPBIBHOCTB;

CBOEBPEMEHHOCTB;

MIPEEMCTBEHHOCTh U HEMPEPHIBHOCTh COBEPIIICHCTBOBAHMS;
MEPCOHAJIbHASA OTBETCTBEHHOCT;

MUHUMM3ALMS TOTHOMOYHNI;

B3aUMOJICHCTBUE U COTPYAHUYECTBO;

TMOKOCTh CCTEMbI 3aIllUTHI;

OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIlIUThI,
IPOCTOTA MPUMEHEHUS CPEJICTB 3aLUTHI;

Hay4yHast 000OCHOBAHHOCTb U TEXHUUYECKAs peain3yeMOCTh;
crienuaIn3anus 1 npodeccuoHamns3m;

. 0053aTeIbHOCTh KOHTPOJIS.

5.1 3akoHHOCTH

[IpenmonaraeT ocymiecTBICHUE 3alIUTHBIX MepornpusaTuil u pazpadorky C3I1[1x MBJIOY
B COOTBETCTBUU C JICHCTBYIOIIMM 3aKOHOJATEIBCTBOM B oOsiactu 3amuthl [IJIH u npyrux
HOPMATUBHBIX AaKTOB MO Oe30macHOCTH UMHMOpMalMKM, YTBEPKIACHHBIX  OpraHamu
roCyJJapCTBEHHOU BJIACTH U yIPABJIECHUS B MPEENIaX UX KOMIIETCHIUU.

[Tons3oBaTenn m oOcmyxkuparomuii nepconan I1[ln UCII[a MBJIOY nomkHBI OBITH
OCBEJIOMJICHBI O TMOpsiAKe paboThl ¢ 3amminaemMord nHpopmaiueir 1 00 OTBETCTBEHHOCTH 3a
3amuThl T1J1H.

5.2 CucreMHOCTH

Cucremubii moaxon k mnoctpoenutro C3IIIn MB/OY npeanonaraeT ydeT BcexX
B3aMMOCBSI3aHHBIX, B3AUMOJICHCTBYIOIINX U U3MEHSIOUIMXCS BO BPEMEHU JIEMEHTOB, YCIOBUMI
1 (aKTOpOB, CYIIECTBEHHO 3HAYMMBIX [IJII TTIOHUMAHUSI M PELICHUs] MPOOIeMbl 00ecreueHus
oe3onacuoctu I1/Jax UCITla MBJIOYVY.

[Ipy co3maHuM CHUCTEMBI 3allUTHl JOJDKHBI YYUTBHIBATHCS BCE ciiabble W HaumOoJiee
ysI3BUMBbIE MecTa cucteMmbl o0pabotku IIJ[H, a Takke XapakTrep, BO3MOMKHbBIE OOBEKTHI U
HalpaBJICHUs] ~ aTak  HA  CHUCTeMY €O  CTOpPOHbl  HapymwuTenedr  (0coOEHHO
BBICOKOKBaJTU(DUITUPOBAHHBIX 3JI0YMBIIIJICHHUKOB), ITyTH MPOHUKHOBEHUS B pacrpe/eiieHHbIe
cucteMbl T HCJ] ¥ nndopmaruu. Crucrema 3aluThl J0HKHA CTPOUTHCS C YUYETOM HE TOJIBKO
BCEX W3BECTHBIX KaHamoB mnpoHukHOBeHHs u HCJ| x wuHpOpMammu, HO U C Yy4ETOM
BO3MOYXHOCTH TIOSIBJICHUSI IPUHIIAIIAATIEHO HOBBIX MyTEH pean3aliuu yrpo3 6€30macHOCTH.

5.3 KomiuiekcHocTh

KommiekcHOe UCronb30BaHUE METOJIOB U CPENICTB 3AIIUTHI MIPEAIOIAraeT COrJIaCOBAaHHOE

NPUMEHEHUE PA3HOPOJHBIX CPEJACTB NPU TMOCTPOCHUHM IIEJIOCTHOM CHCTEMBI 3alllUThI,
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NEPEeKphIBAIONIEH BCE CYIIECTBEHHbIE (3HAYMMbIE) KaHajbl peaju3allud Yrpo3 MU He
coziepxanieit ciadbiXx MECT Ha CThIKaX OT/EJIbHBIX €€ KOMIIOHEHTOB.

3amura J0JIKHA CTPOUTHCS AUICIOHUPOBaHO. JIJIs KaXXI0ro KaHajla yTeuku MHGOpMAaIUU
U U1 K&XJI0M Yrpo3bl 0€30MaCHOCTH JIOJKHO CYIIIECTBOBATH HECKOJIBKO 3aIIUTHBIX PyOeKeH.
Coznanue 3allUTHBIX pyOekel OCYIECTBISIETCS C YYETOM TOTO, YTOOBI JIsl MX MPEOI0TICHHUS
NOTEHIMATBHOMY 3JI0YMBIIUICHHUKY TPEOOBAIUCH MPOo(decCHoHaNbHbIE HABBIKM B HECKOJIBKUX
HEB3aUMOCBS3aHHBIX 00JIACTSIX.

Buemnss 3amuTa  JIOJDKHA — 00ecredrBaThCs duznyecKkuMu CpelICTBAMH,
OpPraHU3alMOHHBIMU W NpPaBOBbIMM Mepamu. OIHMM M3 HamOoJiee YKPEIUIEHHBIX pyOexei
puU3BaHbl OBITH CPEJCTBA KPUNTOrpapUUECKON 3allUThl, PEaIM30BaHHBIE C UCTOIb30BAHUEM
texHosorun VPN. IlpukiianHoil ypoBeHb 3alUThl, YYUTHIBAIOIINI OCOOCHHOCTH MPEAMETHOM
00J1aCTH, MPEICTABIISET BHYTPEHHUHN pyOeK 3alllUThI.

5.4 HenpepsbiBHOCTH 3amuThl I1JIH

3ammra I[I/IH - He pa3oBO€ MEPONPHUATHE M HE IMPOCTAasi COBOKYIHOCTb IPOBEICHHBIX
MEpPONPUATAA M YCTAHOBIICHHBIX CPEJCTB 3alUThI, a HENPEPBHIBHBIN II€JICHANPABICHHBII
IIpoLecC, NPEANONaraloIiii MPUHATHE COOTBETCTBYIOIIMX MEpP HA BCEX ATallax JKU3HEHHOIO
nukiaa MCITIH.

NCIT/IH nomKHBI HAXOAUTHCS B 3alIMIICHHOM COCTOSIHUN HA MPOTSKEHUU BCETO BPEMEHH
uX (YyHKIMOHUPOBaHUS. B COOTBETCTBUM C 3TUM NMPUHLHUIIOM JOJKHBI TPUHUMATHCS MEPHI 110
Henonymenuto nepexoaa MCII/IH B He3aUIIEHHOE COCTOSTHUE.

BonapmMHCTBY (DU3MYECKUX M TEXHMYECKHX CpPEICTB 3alUThl s 3()PEKTUBHOrO
BBINIOJIHEHUS CBOMX (PYHKIMH HEOOXOAMMa IMOCTOSIHHAs TEXHUYECKass U OpraHu3aluOHHAas
(aaMuHUCTpaTHMBHAs) TOJAJEpPKKa (CBOEBpEMEHHass CMeHa M oOecredyeHue MpPaBUIbHOTO
XpaHEHUs W TPUMEHEHUsS HWMEH, TNapoJie, KIoder mudpoBaHus, MepeonpeaeicHue
nosHoMounit U T.1.). IlepepriBbl B paboTe CpPeACTB 3alUTBl MOTYT OBITH HCIIOJIb30BAHbI
3JI0YMBIIUICHHUKAMU ISl aHAJIU3a NIPUMEHSEMbIX METOJIOB U CPEJCTB 3aIUTHI, 1JI1 BHEIPEHUS
CIIELMAIBHBIX MPOrPaMMHBIX W AamlapaTHbIX '3aknafokK" W JIPYTHX CPEACTB IMPEOJOJICHUS
CUCTEMBI 3alUThI I0CJIE BOCCTAHOBIICHUS €€ (PYHKIIMOHUPOBAHUSI.

5.5 CBoeBpeMeHHOCTH

[Ipeamonaraer ynpexpaaronmii xapakrep Mep obecnieuenus: 6ezonacuoctu [1JIH, TO ecTh
MOCTaHOBKY 3ana4y mo komruiekcHou 3ammte MCIIJIH u peanuzanuio mep oOecriedeHus
oe3onacHoctu [1/IH Ha panHux craausx paspadotku MCIIJIH B 1eioM U €€ CUCTEMBI 3alUThI
uH(pOpMaIK, B YaCTHOCTH.

Pa3paboTka crucTeMbl 3alIUThI TOJKHA BECTUCH MapajiebHO ¢ pa3padOTKOW U pa3BUTHEM
caMOil 3alMIIaeMOM CHCTEMBbl. JTO TO3BOJUT YYECThb TpeOOBaHMS OE€30MaCHOCTH MpHU
NPOEKTUPOBAHUM apPXUTEKTYPhl U, B KOHEUHOM cueTe, co3aaTh Oosee 3p(eKTUBHbIE (Kak IO
3aTpaTaM pPecypcoB, TaK U MO CTOMKOCTH) 3aIIUILEHHBIE CUCTEMBI.

5.6 IlpeeMCTBEHHOCTH U COBEPILICHCTBOBAHHE

[TpenmonaratoT MOCTOSIHHOE COBEPIIIEHCTBOBAHUE MEDP U CPEICTB 3allUThl HH()OPMALIUU Ha
OCHOBE MPEEMCTBEHHOCTH OPIaHM3ALMOHHBIX M TEXHUYECKUX PELICHHI, KaJIpOBOr0 COCTaBa,
ananm3a pyuakruonnpoBanus MCII/IH 1 ee cucTembl 3alUTHI C Y4ETOM U3MEHEHHUI B METO1aX
U CpeJICTBaxX IepexBaTa MHPOpPMAIMN, HOPMATUBHBIX TPEOOBAHUU IO 3aIIUTE, JOCTUTHYTOIO
OTEUYECTBEHHOI'O U 3apyOEKHOT'0 OIbITa B 3TOM 00JIACTH.
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5.7 IlepcoHajbHasi OTBETCTBEHHOCTh

[Ipennonaraer BO3J0KEHHME OTBETCTBEHHOCTH 3a oOecrieueHue OezomacHoctd II/IH u
CHUCTeMBbl HMX OO0pabOTKM Ha KaXJO0T0 COTPYJIHMKAa B TIpejaesiax ero moJHoMouuid. B
COOTBETCTBHUM C O3TUM MPUHITUIIOM pacHpeesICHHEe MpaB M O00S3aHHOCTEH COTPYIHUKOB
CTPOMTCS TAKUM 00pa3oM, YTOOBI B Cllydae JIF0OOTro HapyIIeHUs] KpYr BUHOBHUKOB OBbLT YETKO
W3BECTEH WIH CBEJCH K MUHUMYMY.

5.8 IpuHUMI MUHUMU3ANUU MOJTHOMOYMIH

O3HavaeT npeoCTaBICHHE MOJIL30BaTENSIM MUHUMAIBHBIX MPaB JOCTYNa B COOTBETCTBUU
C TPOM3BOJCTBEHHONH HEOOXOIWMOCTBHIO, HA OCHOBE MPHUHIIUIIA «BCE, YTO HE pPa3peIIcHO,
3anpenieHo.

Hoctyn x II[IH momkeH MpemoCTaBIATHCS TOJIBKO B TOM Ciy4dae W 0O0BEMe, €CIM 3TO
HEO0OXOJIMMO COTPYIHUKY JIJIS BBIMIOJIHEHHS €TI0 JOJDKHOCTHBIX 00SI3aHHOCTEH.

5.9 B3aumoneiicTBHe U COTPYAHHYECTBO

[Ipennonaraer co3manue OnarompusitHol atMmochepst B MBJIOY, obecneunBarommx
nestenpHocTh UCIT[H MBJIOY, nis CHUKEHUS BEPOATHOCTH BO3HUKHOBEHMS HETaTUBHBIX
JEeWCTBUHN CBSI3aHHBIX C YEIOBEYECKUM (haKTOPOM.

B Takoif oOCTaHOBKE COTPYAHUKH JOJKHBI OCO3HAHHO COOIIOJATh YCTAaHOBJICHHBIC
MpaBujia W OKa3blBaTh COJICUCTBHE B JCATCIBHOCTH MOAPA3JACICHUN TEXHUYECKOW 3alUThI
uH(popMauu.

5.10 I'mOokocTh cucTeMbl 3amuThl 1111

[IpuHsATBHIE MEPHI U YCTAHOBJICHHBIE CPEICTBA 3aIIUThI, 0COOEHHO B HAYAJIBHBIM MEPHO]T UX
AKCIUTyaTall, MOTYT OO€ecCleunBaTh KaK YPE3MEpPHBbINH, TaK W HEJOCTAaTOUYHBIA YpOBEHBb
3amuThl. {15 obecrieueHuss BO3MOKHOCTH BapbUPOBAHUSI YPOBHEM 3alIUIIICHHOCTH, CPEACTBA
3aIUTHl JTIOJDKHBI 00Ja7aTh OMpeAeIeHHON TMOKOCThI0. OCOOEHHO BaXXHBIM 3TO CBOMCTBO
SBJISIETCS B TEX CIy4asX, KOrJa YCTAaHOBKY CPEJICTB 3allldThl HEOOXOAUMO OCYIIECTBISATH Ha
paboTarolyro CUCTEMY, HE Hapyllas Mmpoliecca €€ HOpMaJIbHOTO ()yHKITMOHUPOBAHUS.

5.11 OTKpBITOCTH AJITOPUTMOB U MEXAHU3MOB 3AIIUTHI

CyTh NPUHIMIIA OTKPHITOCTU AJTOPUTMOB M MEXaHHW3MOB 3alllUTHI COCTOUT B TOM, YTO
3alMTa He J0JKHA 00€CIIeYMBaThCS TOJIBKO 3a CUET CEKPETHOCTH CTPYKTYPHOM OpraHu3aIliu
U aJrOpUTMOB (DYHKIIMOHUPOBAHMS €€ IOJCUCTEM. 3HAHHE aJTOPUTMOB PaOOTHI CHCTEMBI
3aIIUTHI HE JOJDKHO JaBaTh BO3MOXKHOCTH €€ MpeoosicHus (gaxke aBropaMm). OgHaKo, 3TO HE
O3HauaeT, yTo MHGOpMaIUsI O KOHKPETHON CUCTEME 3allUTHI JOJIKHA ObITh 00IIEIOCTYITHA.
5.12 IIpocToTa NpuMeHeHHsI CPEACTB 3aIUTHI

MexaHu3Mbl 3alIUThI AOJKHBI ObITh UHTYUTUBHO TOHSITHBI U MPOCTHI B HCIOJIb30BaHUMU.
[IpuMeHeHue CpelICTB 3alIUThl HE JOJKHO OBITh CBS3aHO CO 3HAHUEM CIEIHATBHBIX S3BIKOB
WU C BBIMOJHEHUEM JEHUCTBUM, TPEOYIONIUX 3HAUYUTENIBHBIX JOMOJHUTEIBHBIX TPyAO03aTpaT
npu OOBIYHOM PabOTE 3aperruCTPUPOBAHHBIX YCTAHOBJICHHBIM MOPSJKOM IOJb30BaTeNeH, a
TaK)ke HE JIOJDKHO TPeOOBaTh OT IMOJIH30BATENS BBHIOJHEHHUS PYTUHHBIX MAJIOTIOHSTHBIX €MY
onepanuii (BBOJI HECKOJIBKUX MapoJIe U UMEH U T.11.).

JloiKHA OCTUTaThCsl aBTOMATH3aIMs MAKCUMAJIBHOTO YMCIIAa ICMCTBUM MOJIB30BATEICH U
agmunuctparopo UCIT/IH.
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5.13 Hayunasi 000CHOBAHHOCTb U TeXHHYECKAs pPeain3yeMocTh

NudopmanmonHbie TEXHOJIOTMH, TEXHUYECKHE M MPOTrpaMMHBIE CpPENICTBA, CPEACTBA U
MEphbI 3alUThl UH(HOPMAIIMK TOJKHBI OBbITh PEaM30BaHbl HA COBPEMEHHOM YpPOBHE Pa3BUTHS
HAyKW W TEXHUKU, HAYYHO OOOCHOBAHbI C TOYKHU 3PEHHS JOCTHUKEHUS 3alaHHOTO YPOBHS
oe3omacHocTH WHGOPMAIMM W JOJKHBI COOTBETCTBOBATH YCTAHOBJIIEHHBIM HOpMaM H
TpeboBanmsM 110 Oe3omacHocTH [1]1H.

C3I1In momkHa OBITH OPUEHTHPOBAHA HA PEIICHHUS, BO3MOXHBIE PUCKH JJISI KOTOPHIX H
MEpbl TMPOTUBOACUCTBUS OSTUM pPHUCKAM TMPOLUIA BCECTOPOHHIOID TEOPETUYECKYI0 U
MPAKTHYECKYIO TPOBEPKY.

5.14 Cnenunanuzanus v Npo¢eccuoHATU3M

[Ipenmonaraer mnpuBieuYeHHWE K pa3padOTKe CPEACTB W peaTu3aldd Mep 3allUThl
uHhOpMaIlMU  CIICUMATU3UPOBAHHBIX  OpraHM3alui, Haumboliee  MOJATOTOBJICHHBIX K
KOHKPETHOMY BHJAY ACSATENBHOCTU MO obecneueHuto Oe3zonacHoctu I[IJIH, MMEIOMUX OIBIT
MPaKTUYECKON PabOThl U TOCYJAPCTBEHHYIO JIMIICH3WIO Ha MPAaBO OKa3aHHUS YCIyr B JTOH
obnactu. Peanuzanus aJMUHUCTPATHUBHBIX MEP M SKCIUIyaTallus CPEICTB 3aIIUThl JOJKHA
OCYIIECTBIIATHCS MPO(ECCUOHATBFHO MOATOTOBICHHBIMY criennanucramu MB/IOY.

5.15 O6s13aT€IbHOCTH KOHTPOJIA

[Tpennonaraer o0A3aTeNbHOCTh U CBOEBPEMEHHOCTh BBISIBICHUS U NPECEUYEHHUs IMOIBITOK
HapylIEHUsT YCTAaHOBJICHHBIX MpaBwi oOecrneueHus Oe3zonacHoctd IIJ[H Ha ocHOBe
UCTIONIb3YEMBIX CHCTEM M CPEICTB 3aIIUThl HH(OPMAILIUU MPU COBEPIICHCTBOBAHUHN KPUTEPHUEB
¥ METOJIOB OIICHKH 3(P(EKTUBHOCTH STUX CUCTEM H CPE/ICTB.

KonTponb 3a A€ATeIhHOCTHIO JIOOOTO TMOJIB30BATENsA, KAKIOTO CPEACTBA 3aIIUTHI U B
OTHOIICHUU JIO00r0 OOBEKTa 3alUTHl JODKEH OCYIIECTBISTHCS HA OCHOBE MPUMEHEHHS
CPEICTB ONEPAaTUBHOTO KOHTPOJS W pErucTpali ¥ JODKEH OXBaThIBaTh  Kak
HECAaHKIIMOHUPOBAaHHBIE, TaK W  CAaHKI[MOHHUPOBAHHbIE  JIEUCTBUSI  MOJIb30BATENICH.
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6. MEPBI, METO/IbI U CPEJICTBA OBECIIEUEHUSA TPEBYEMOI'O
YPOBHSA SAIMILIEHHOCTH

Obecnieuenne TpeOyeMOoro ypOBHsS — 3allIUIIEHHOCTH JO/DKHOCTA  JIOCTUTAThCS €
WCIIOJIb30BAaHUEM MEp, METOAOB W CpeAcTB Oe3omacHocTH. Bce wmepsl oOecrieueHus
oe3zonacnoctu MCIIJIH noapasnenstorcs Ha:

- 3aKOHOJATEIbHbIE (MIPABOBBIE);

- MOPaIbHO-3TUYECKUE;

- OpraHu3alMOHHbIE (aIMUHUCTPATUBHEIC);

- buzndeckue;

- TEXHUYECKHUe (anmnapaTHbie U IPOrpaMMHBIE).

[lepeyenr BbIOpaHHBIX Mep oOecnedeHus Oe3omacHOCTH oTpaxkaercs B [lmane
MEPOTIPUATUN 110 00ECIIEYEHUIO 3aIUTHI IEPCOHATBHBIX JaHHBIX.

6.1 3akoHoaaTe/ibHbIE (IPABOBbIE) MePbI 3AIUTHI

K mnpaBoBeIM MepaMm 3alllMThl OTHOCSTCS JCHCTBYIOIIME B CTPAHE 3aKOHBI, yKa3bl U
HOPMAaTUBHBIC aKThI, pETJIAMEHTUPYIOIIUE TTpaBuiia oopamieHus ¢ [1/[H, 3akperistomume npasa u
00S13aHHOCTH YYaCTHUKOB WH(OPMAIIMOHHBIX OTHOILICHUM B TMpolecce ee oO0padoTKu u
HCIIOJIB30BaHUsA, a TaKXKE€ YCTAaHABIMBAIOIIME OTBETCTBEHHOCTh 3a HAPYUIEHUSI 3TUX IpaBuUll,
NPEnATCTBYSl TEM CaMbiM HENpPaBOMEPHOMY HUcmojib3oBaHuio [IJ[H u  sBiIsronMecs
CAEP>KUBAIOIIUM (DAKTOPOM JIJIsl MOTEHIUAIBHBIX HAPYIIUTEIICH.

[IpaBoBblE Mepbl 3alIUTBl HOCAT B OCHOBHOM YIPEKIAIOLIUNA, MNPOPUIAKTUUECKUN
XapakTep U TPeOYIOT TIOCTOSHHOM pPa3bsCHUTEIBLHOM pabOThl C TOJB30BATEIAMH |
00CITy>KUBAIOITUM TIEPCOHATIOM CHCTEMBI.

6.2 MopajabHO-dTHYECKHE MePbl 3aIUTHI

K MOpanpHO-3THYECKHMM MeEpaM OTHOCSTCS HOPMBI TMOBEICHHUS, KOTOPBIE TPATULIMOHHO
CJIOKUJIMCH WUJTU CKJIAJIBIBAIOTCS TIO Mepe pacnpocTpaHeHusi DBM B ctpane uiu obmiecTBe. ITu
HOPMBI OOJIBIIICH YaCThIO HE SIBIAIOTCS 00S3aTENIbHBIMHU, KaK 3aKOHOJATEIBHO YTBEPKICHHBIC
HOPMAaTUBHBIC aKThl, OJHAKO, MX HECOOJIOJCHUE BEACT OOBIYHO K TMAJCHUI0 aBTOPUTETA,
MPECTUXKa YeJIoBeKa, TPYMIbI JIUI] WJIK OpraHu3aiuu. MopallbHO-3THUYECKHUE HOPMBI OBIBAIOT KakK
HeMucaHble (HampuMmep, OOIIenpU3HAHHBIE HOPMbI YECTHOCTH, MATPUOTU3MA M T.I.), TaK U
MYCaHbIe, TO €CTh 0()OPMIICHHBIE B HEKOTOPKIH CBOJ (YCTaB) MpaBUJ WM MPEANUCAaHUN.

MopanbHO-3TUUECKHE MEpPbl 3alUThl SIBISIOTCA MNPOQUIAKTUYECKUMU U TPeOyroT
MOCTOSTHHOM paboThl MO CO3JAaHUIO 3J0POBOTO MOPAJIBHOTO KJIMMaTa B KOJJIEKTHBAX
nojApaszaeiaeHuii. MopaabHO-dTUYECKUE MEPHI 3alUThl CHUXKAIOT BEPOSITHOCTh BO3HUKHOBEHUS
HETaTUBHBIX JCHCTBUN CBSI3aHHBIX C YEJIIOBEYECKUM (PaKTOPOM.

6.3 Opranu3zanuoHHbIe (AAMUHUCTPATHBHbIE) MePbI 3aALIUTHI
OpraHuzaimoHHble (aIMUHUCTPATUBHBIC) MEPHI 3AIIUTHI - 3TO MEPHI OPraHU3AIUOHHOTO
XapakTepa, peraaMenTupyroriue nporeccel pynkimonupoBanus UCIIH, ucnons3oBanme
pecypcoB UCIIJIH, nesTensHOCTh 0OCITYKHUBAIOIIIETO MEPCOHANA, a TAKXKE MOPSIIOK
B3auMoielicTBus nonb3oBareneit ¢ MCIIJIa Takum o6pa3omM, yToOBI B HAMOOJBIIEH CTCIICHN
3aTPYJHUTH WJIM UCKITIOUYUTH BO3MOYKHOCTD pean3aliui yrpo3 0€30MacHOCTH UJIM CHUZUTh
pasmep NoTephb B CIIyUyae UX peaan3aliui.

['maBHas 1enb aIMUHUCTPATUBHBIX MEP, MPEANPUHUMAEMbIX Ha BBICILIEM YIIPaBICHUECKOM
ypoBHe - chopmupoBarh [lonutuky uHpopmamnmonHoit OezomacHoctu II/IH (oTpaxkaromryro
MOAXOJbl K 3amuTe WHGOpPMAIMU) U OOECICUUTh €€ BBIMOJHEHHE, BBIACIAS HEOOXOJUMbIC
pecypchl U KOHTPOJUPYSI COCTOSIHUE JIE.
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Peanuzanus [onutuku undopmanumonnoit 6e3omnacuoctu [1/Jn 8 UCIIIn coctosT u3 mep
aJIMUHHCTPATUBHOTO YPOBHS M OpPTraHU3alMOHHBIX (IIPOIEAYPHBIX) MEP 3aIUThl HH(DOPMALIHH.

K agMHHHCTpAaTMBHOMY YPOBHIO OTHOCSATCS PEUIEHUS PYKOBOJACTBA, 3aTParvuBaroOIIUe
nesitenbHocTh UCIIJIH B emoM. Oty peuieHus 3akperuisitorces B [lomuTtrke nHGOpMaimoHHON
oe3onacHocTh. [IpuMepoM TakuX PEIIEHU MOTYT OBITh:

- TpUHATHE peleHdus O (GOPMUPOBAHUM WU TEPECMOTPE KOMILIEKCHOM MPOrpaMMBI
obecnieuenus 6ezonacuoctu [1J1H, onpeneneHre OTBETCTBEHHBIX 3a €€ Pealln3alluio;

- (dopmynupoBaHHe IIelield, TOCTAaHOBKA 3ajlay, ONPECIICHUE HANPABICHUN ACSTEIHHOCTU B
obnactu 6e3onacHoctu I1/]H;

- TpUHATHE pEUIEHUH MO BONpOCaM pealld3ald MPOTrpaMMbl 0€30MacHOCTH, KOTOpHIE
paccMaTpHUBAKOTCS HA YPOBHE Y UPEKICHHS B LIETIOM;

- obecrieueHre HOPMATUBHOM (TIPaBOBOI) Ga3bl BOIIPOCOB OE30MACHOCTHU U T.II.

[TonuTrka BEpXHETO YPOBHS JIOJDKHA YETKO OYEPTUTH chepy BIMUSIHUS U OTpaHUUYCHUS TIPU
onpeneneHun ueneil 6ezomacHocty [1/[H, ompenenuTes KakMMH pecypcaMu (MaTepuaibHbIE,
NepCcoHaNl) OHM OyAYT OOCTUTHYThl M HAWTH pPa3yMHBIA KOMIPOMHUCC MEXKIY MHPHEMIIEMbIM
ypoBHeM Oe3omacHocTH U ¢pyHKIMoHaNbHOCTRI0 MCIT/H.

Ha opranns3anmoHHOM ypOBHE OINpPEEISAIOTCS MPOLEAYPHI U IIPAaBUJIA TOCTHKEHUS LEJIEH U
pemenus 3ana4 [lonutuku napopmanronHoit 0e3onacuoctu [1/1H. OTu npaBuiia onpenesnstor:
KaKoBa 00J1aCTh MPUMEHEHUS MOMUTHKH Oe3omacHocTH [1/H;

- KaKkOBbl pOJIM M OOS3aHHOCTH JIOJDKHOCTHBIX JIMI[, OTBEYAIOIIME 3a MPOBEACHUE
noauTuku 6e3onacHoctu [1/1H, a Tak ’e UX YCTaHOBUTH OTBETCTBEHHOCTD;

- KTO uMeeT npasa pocryna K [1/1H;

- KakMMM MepaMH U cpesicTBaMu obecrnieurBaercs 3ammuTa [1/1H;

- KakMMHU MepaMH U CpeJCTBaMHU 00eCIeUnBAETCA KOHTPOJIb 32 COOJIIOJEHUEM BBEICHHOTO
pexuma 6e30MacHOCTH.

OpraHu3alMOHHbIE MEPBI JOJIKHBI:

- OpenycMaTpuBaTh  pErjiaMeHT  MH(GOPMALMOHHBIX  OTHOIIEHUH, HUCKIIIOYAOIINUX
BO3MOYKHOCTh HECAHKIIMOHUPOBAHHBIX JIEUCTBUI B OTHOIIEHUH OOBEKTOB 3AILUTHI;

- ONPEAENATh KOAUTWLIHMOHHBIE W HEPAPXUYECKUE NMPUHLHUIBI U METOIBl pa3rpaHUYECHUs
noctyna K I1/]H;

- OmpeneNnsaTh MNOPsAOK pPaboThl C MPOrpaMMHO-MATEMAaTHYECKUMU M TEXHUYECKUMU
(anmapaTHbIE) CPEACTBAMU 3AIIUTHI M KPUNTO3AIIUTHI U IPYTUX 3aUUTHBIX MEXaHU3MOB;

- opranu3oBatb Mepel  npotuBogerctBus  HCJ[  monb3oBarensiMu  Ha — 3Tamax
ayTeHTU(UKaLMK, aBTOpU3AlMU, HJIECHTU(PUKALWU, 00eCleYUBAIONINX TapaHTUU pealn3aluu
IPaB U OTBETCTBEHHOCTH CYObEKTOB MH()OPMALIMOHHBIX OTHOLLIEHUI.

OpraHu3alMoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

- pernamenTa gocrymna B nomenienus MCII/IH;

- TIOPSAOK JOMYCKa COTPYJIHUKOB K HcnoJib3oBaHuto pecypcoB UCIIIn Yupexnenus;

- periaMeHTa IMpoLeccOB BeAeHUs ©0a3 [aHHBIX W OCYILIECTBICHUS MOIUPUKALUN
MH(OPMAIMOHHBIX PECYPCOB;

- perjaMeHTa MPOIECCOB 0OCIYKUBAHUS U OCYUIECTBICHUS MOIU(DUKAIIUYU aNMAPATHBIX U
nporpaMMHbIX pecypcoB UCII/IH;

- uHcrpykumii nonw3oBatenet UCIIn (ammunuctpatopa WCIIH, amMmuHUCTpaTOpa
oe3onacHoctu, oneparopa UCIIIn);

- AHCTPYKILUS MTOJIb30BATEISI IPU BOZHUKHOBEHUH BHEIITATHBIX CUTYAIUH.

6.4 ®usuyecKkue Mepbl 3AUTHI

21



®duznyeckrue Mepbl 3alUThl OCHOBAHbI HAa MPUMEHEHUM PA3HOrO0 POJAa MEXAHWYECKHX,
DIEKTPO- WM  DJIEKTPOHHO-MEXAHUYECKUX YCTPOWCTB W COOPYKEHHM, CIIELUAIBHO
OpeIHAa3HAYCHHBIX JJI1 CO3/JaHus (PU3MYECKUX TPEMATCTBUA Ha BO3MOXHBIX —IYTAX
IPOHUKHOBEHUS W JOCTyNa NOTEHIMAIbHBIX HApYIIUTEIEH K KOMIIOHEHTaM CHCTEMBI WU
3alUIaeMoil HHPOpMAINH, a TAK)KE TEXHUUECKUX CPEJCTB BU3YaIbHOT'O HAOMIOICHUS, CBA3H U
OXpPaHHOM CUTHAJIU3ALUU.

dusznueckas 3amuTa 31aHAN, TOMEIICHUH, 0OBEKTOB U CPEACTB MH(OPMATH3AINH JOKHA
OCYIIECTBIATHCS ITyTEM YCTAHOBJIEHUS COOTBETCTBYIOIIMX IIOCTOB OXpPaHbl, C ITOMOUIBIO
TEXHUYECKUX CPEJICTB OXPaHbl WM JIOOBIMU JAPYTHUMH CIOCOOAMHU, MPEJOTBPAAIOIIMMU WIH
CYIIECTBEHHO 3aTPYAHSIONIMMU MNPOHUKHOBEHHE B 3/1aHHME, MOMELICHUS MOCTOPOHHMX JIMII,
XUIIEHHEe UHPOPMALMOHHBIX HOCUTENEH, CaMHUX CPEeICTB MH(POPMATHU3AIUHU, UCKIIOYAIOIIUMU
HAXOXKJIEHUE BHYTPU KOHTPOJIUPYEMOU (OXpaHsIeMOM) 30Hbl TEXHUUYECKUX CPEICTB PA3BEIKH.

6.5 AnnapatHo-nporpamMMHuble cpeacTBa 3amuThl IT{H

TexHuueckue (anmapaTHO-MPOrpaMMHBIE) MEPBI 3aLIUThl OCHOBAHBI HA HCIIOJIb30BAaHUU
PAa3JIMYHBIX JIEKTPOHHBIX YCTPOMCTB U CIIEMUAIIBHBIX MporpaMm, Bxoasmux B coctaB MUCIIIx u
BBINIOJIHAIOIIMX (CAMOCTOSITENIBHO WJIA B KOMIUIEKCE C IPYTMMHU CPEICTBAMH) (DYHKLIMHU 3aLIUTHI
(uaeHTU(UKALNIO U ayTEHTU(PUKAIIMIO MOJb30BaTENEH, pa3rpaHUUYEHUE JIOCTya K pecypcam,
PErUCTpaLiIO COOBITHI, KpUNITOTparuecKoe 3aKphITHE UHPOPMALIUHU U T.1.).

C ydeTtoMm Bcex TpeboBaHMi U npuHIUNOB oOecneuenus: 6e3onacHoctu [1/1n 8 UCIIIH no
BCEM HAIPABIICHUAM 3aLIUThI B COCTaB CUCTEMbI 3aIMTHI JOJIKHBI ObITh BKIFOUEHBI CIEAYIOIINE
cpencTna:

- cpeacTBa uAeHTU(UKAIMK (OMO3HABaHUS) W ayTeHTU(PUKAIMK  (TOATBEPKACHUS
nouIMHHOCTH) noJib3oBateneit UCIIIH;

- CpEICTBAa pasrpaHUYCHMs] JIOCTyNa 3apETHCTPUPOBAHHBIX IIOJIB30BATENIEH CHUCTEMBI K
pecypcam UCITJu MBIOY

- cpeacTBa 00eCHeUeHUss U KOHTPOJS IEJIOCTHOCTH MPOrPaMMHBIX M HH(OPMAIIMOHHBIX
pecCypcoB;

- CpelICTBa ONEPATUBHOTO KOHTPOJISI M PETUCTPALIMM COOBITHIA 0€3011aCHOCTH;

- Kpunrorpaduueckue cpeactsa 3amutsl [1JH.

VYcenemHoe npuMeHEHUE TEXHUYECKUX CPEACTB 3allUThl HA OCHOBAHUM MPHUHIIMIOB (pa3zaen
5) mnpeamonaraer, 4YTO BBINOJHEHUE TMEPEUUCICHHBIX HIKE TpeOOBaHMI 0OOecnedeHo
OpraHU3alMOHHBIMU  (aIMUHUCTPATUBHBIMU) MEpaMHd M HCHOJb3YEMbIMU  (DU3UUECKUMU
CpPEACTBAMM 3aILUTHI:

- obecnieueHa ¢pu3udeckas 1eI0cTHOCTh Bcex koMmmoneHT MCII/IH;

- KaXabld coTpynHuk (monb3oBarenb MCII[H) wim rpynma mnosib30BaTeliedl HMEET
YHUKQJIbHOE CHCTEMHOE€ HMMS W MHMHHUMAJbHO HEOOXOAMMBIE [UIsl BBIMNOJIHEHHUS MM CBOMX
(YHKIIMOHAJIBHBIX 00513aHHOCTEN TOJTHOMOYHS 110 IOCTYITY K pecypcaM CUCTEMBI;

- B UCII[ln MBJIOVY pa3paboTka 1 oTJagka mMporpaMM OCYIIECTBISETCA 3a MpeeiamMu
NCIIIH, HA UCTIBITATENLHBIX CTCHIAX;

- BCE M3MEHEHUS KOHPUTYpaluuh TEeXHUYECKUX U mporpammubix cpeacts WCIIAH
MPOU3BOMSITCS CTPOrO YCTAHOBJIEHHBIM TMOPSAIKOM (PETHCTPUPYIOTCS W KOHTPOJUPYIOTCS)
TOJIBKO Ha OCHOBAHHUM pacnopsukeHui pykoBoactsa MBJIOY;

- ceTeBoe 000pyAOBaHHE (KOHILIEHTPATOPbI, KOMMYTATOPbI, MapIIpyTHU3aTOPbl U T.II.)
pacnoyiaraeTcsi B MECTaX, HEIOCTYNMHBIX JUIsi TOCTOPOHHUX (CHEUUATIbHBIX IMOMEUIEHUSX,
mkadax, v T.1.).
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- cnequaniuctamu ~ MBJIOY  ocymecTBisieTcss ~ HENpepbIBHOE
aJIMUHUCTPATUBHAS MOAJEPKKA (PYHKIMOHUPOBAHUS CPEACTB 3aIUTHI.

yIpaBJeHue

nu
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7. KOHTPOJIb DOPEKTUBHOCTU CUCTEMBbI 3AIIIATHI UCITIn
YUPEXJAEHUSA

Kontpons a¢pdexruBnoctrn C3IIIH nomkeH OCyIIECTBIsAETCS HA MEPUOAMYECKON OCHOBE.
[enpto KOHTPOJIS 3((HEKTUBHOCTH SIBISETCS CBOCBPEMEHHOE BBISBICHHE HEHA JICKAIINX
pexumoB padotel C3IIJ[H (OTKIIOYEHWE CPENCTB 3alUThl, HAPYLIEHUE PEKMMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOE H3MEHEHUE pEeKMMa 3allUThl WU T.1.), @ TaK MPOTHO3MPOBAHUE U
PEBEHTUBHOE pearupoBaHUe Ha HOBBIE yrpo3bl be3omacHoctu [1/1H.

KoHTposib MOXET TpoBOAUTHCA Kak aaMuHHcTpatopamu Oe3omacHoctd UCIIH
(orepaTUBHBIN KOHTPOJIb B Ipoliecce nuHpopmanmonHoro BzaumozeiictBus B UCII[IH), Tak u
MPUBJIEKAEMBIMU JJISI 3TOM LEM KOMIIETEHTHBIMU OPTraHU3ALMAMU, UMEIOIINMU JIMLIEH3UIO Ha
3TOT BUJ AesATeNbHOCTH, a Takxke PCTIK Poccun u ®Ch Poccuu B ipeaienax ux KOMIETCHIUH.

KOHTpOJIb MOKET OCYIIECTBIATHCS AJAMHUHHCTPATOPOM OE€30MaCHOCTH KaK € MOMOIIBIO
IITATHBIX CPEACTB CUCTEMbI 3amuThl [[J[H, Tak U C MOMOIIBIO CIEIUATBHBIX MPOTPAMMHBIX
CpPEACTB KOHTPOJIS.

Onenka 3¢ ¢pekTuBHOCTH Mep 3amuThl [1/[H MpoBOIUTCA C UCHOJIB30BAHUEM TEXHUYECKUX U
IPOTrPAMMHBIX CPEICTB KOHTPOJISI Ha MPEAMET COOTBETCTBHS YCTAaHOBJIEHHBIM TPEOOBAHUSIM.
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8. COEPBI OTBETCTBEHHOCTH
3A BE3OITACHOCTD II1n

OTBETCTBEHHBIM 3a pPa3pabOTKy Mep MU KOHTPOJIb HajJ obecrmeueHueM Oe30MacHOCTU
NEPCOHANIBHBIX JTaHHBIX sBisieTcs pykoBoautenas MBJIOY. PykoBoauTens MOXKET A€JIErUpOBAThH
4acTh MMOJIHOMOYHUH M0 00eCneYeHnI0 0€30MaCHOCTH MePCOHATBHBIX JAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOAUTENS BKIIIOUACT CIIEAYIOIINE HAMPABICHHUS 00eCIIeUeHUs
oe3omacHoctu 11/1H:
- [InanupoBanue u peanuszanus Mep o ooecrnedenuto 6e3omnacHoctu [1/1H;
- Ananu3 yrpo3 6e3onacHoctu I1/]H;
- Pa3pabotky, BHEJIPEHUE, KOHTPOJIb WCIIOJTHEHU
U TOAACPKAHUE B AKTYAJIbHOM COCTOSIHUM TOJIMTHK, PYKOBOJICTB, KOHIIEMUHWW, MPOUENYP,
pEriiaMeHTOB, HWHCTPYKIMH M JIPYyTrUX OPraHU3alMOHHBIX JOKYMEHTOB II0 OOECIEYEHUIO
0€30I1aCHOCTH;
- Kontpons 3amumennoctu UT nndpactpykrypsl Komnanuu ot yrpo3 Ub myrtem;
- Oo6yuenue u undopmuponanue nosb3oareneit UCII/H, o nopsnke padotsl ¢ [1/]H u
CpPEACTBAMM 3aILUTHI;
- [IpenoTBpanieHue, BEIIBICHUE, PEATHPOBAHUE U PACCIIENOBAHUE HAPYIICHUN
oe3omacHoctu 11/1H.
[Tpu B3aUMOJEHCTBUM CO CTOPOHHMMH OPraHU3alUsIMU B CIy4asiX, KOrJa COTPYAHHKaM 3THX
OpraHM3aluil MOpeJOoCTaBISIETCS JOCTYH K O00BbeKkTam 3amuThl (pa3gen 3), ¢ ATUMHU
OpraHM3alUsIMH JIOJDKHO OBITh 3aKitoueHo «CornameHue O KOH(QUACHIMAIBLHOCTWY», JUOO
«Cornamenue o coomoaeHnn pexxuma 6ezonacHoctul [1J1H npu Beimonnenuu padot B UCTIInH».

9. MOJAEJIb HAPYIIUTEJIA BE3OITACHOCTH

[Tox napymurenem B MBJIOY nonumaercs 1o, KOTOPOE B pe3yJIbTaTE YMBIIIJICHHBIX WU
HEYMBIIJICHHBIX ACHCTBUN MOKET HaHECTH yIiepO 00beKTaM 3amuThl (paszaen 3).

Hapymmrenun mnogpasnensrorcs no npusHaky npuHagiaexHoctd k  HMCIIIH. Bce
HApYyLIMUTENN IEJATCS Ha ABE TPYIIIIbL:
- BHEILIHUE HapylIUTeNn - (U3MYECKUE JIMLA, HE HUMEIIIHME NpaBa MNpeObIBaHUS Ha
TEPPUTOPUM KOHTPOJMPYEMOW 30HBI, B Mpeleraax KOTOpoill pa3smelaerca o00pyJaoBaHUE
NCIT/H;
- BHYTPEHHHE HapyIIUTENIU - (PU3MYECKHe JuIa, UMEIoIIMe MpaBo NpeObIBaHUA Ha
TEPPUTOPUM KOHTPOJMPYEMOW 30HBI, B Mpeleraax KOTOpoll pasmelaerca o00pyaoBaHUE
NCIIIH.

Knaccudukanumsa HapymmuTeneir mnpencraBieHa B Mogenun  yrpo3  0€30MacHOCTH
MEPCOHAIIBHBIX JTAHHBIX KaX101 NCIIdH.
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10. MOJIEJIb YI'PO3 BE3OITACHOCTH

Hna UCITa MBJIOY BbIAENAIOTCS CIEAYIONIME OCHOBHBIE KaTErOpUU YIpo3
0€30MacHOCTH MEePCOHANIBHBIX JIAHHBIX:
1) YTpo3bl OT yTEUKHU 110 TEXHUYECKUM KaHaJIaMm.
2) VYTpo3bl HECAaHKIIMOHUPOBAHHOTO JI0CTYyMa K HH(OpMAITUK:
- Yrpo3bl yHUUTOXKEHUA, XHIleHUs annapaTHbix cpenacts MCIIIH HocuTeneit
uHdopmaluu nyrem pusnyeckoro gocryna k anementam UCII/IH.
- YTpo3bl XWINEHUS, HECAHKITMOHUPOBAHHONW MOJU(PUKAINNA WU OJIOKUPOBAHUS
nHdopmaruu 3a cueT HecaHkmuoHupoBaHHoro goctyna (HCJI]) ¢ npumeHeHmem
MpOrpaMMHO-aNMNapaTHbIX M MPOTPAMMHBIX CpPEICTB (B TOM 4YHUCJIE MNPOrPAMMHO-
MaTEeMaTHYECKUX BO3JICHCTBUI).
- Yrpo3sl HE TPEIHAMEPEHHBIX JCWCTBUM TMOJIb30BATEIECH W HApyUICHHMN
oe3zonacHoctu pynkunonuporanuss UCIIIn u C3II[In B ee cocrtaBe u3-3a cOOEB B
IPOrpaMMHOM 00ECIIEUEeHUH, a TAKXKE OT Yrpo3 HEAHTPOIIOTeHHOTO (COOEB anmaparypbl
U3-32 HEHAJEKHOCTH DJIIEMEHTOB, COOEB JJIEKTPOINUTAHUSA) M CTUXUHHOTO (yIapoB
MOJIHUM, TT0’KapOB, HABOJAHEHUH U T.I1.) XapakTepa.
- YTrpo3sl IpeTHAMEPEHHBIX IEMCTBUN BHYTPEHHUX HAPYLIUTEIEH.
- YTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIA 10 KaHAJIaM CBS3H.

Onucanue yrpo3, BEpPOSITHOCTh HMX peE€aau3allid, OMACHOCTh M aKTyaJbHOCTh
npeactaBieHbl B Mojenu yrpo3 0€30MacHOCTH TMEPCOHATBHBIX JaHHBIX KaxJaou
NCITH.

11. MEXAHUW3M PEAJIM3AIIUU KOHIEITIIUNA

Peanuzanmst KoHmenmuy MODKHA OCYIIECTBISITBCS Ha OCHOBE IEPCIEKTHBHBIX
MIPOTPaMM | TUIAHOB, KOTOPHIE COCTABIIIOTCS HA OCHOBAHWH U BO UCITOJTHCHHE:
- (denepalbHBIX  3aKOHOB B oOmacth  oOecniedeHUss  MH(OPMAIMOHHON
0€30MacHOCTH U 3alUThl HHPOPMAIINH;
- noctaHoBienuu [IpaBurenbcTBa Poccuiickoit Oenepannu;
- PYKOBOJSIINX,  OPraHU3AIlMOHHO-PACTIOPSIUTENBHBIX U METOJUYECKHX
nokymenToB ®CTOK Poccuu;
- notpebnocteit MCII/In B cpencTBax obecrneueHus 0€301macHOCTH HHGOPMAIIHH.
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12. OOKHJAEMBIN Y®PEKT OT PEAJIN3AIIMA KOHIENIIIMA
Peanuzamnusa Konneniun 6e3omacaoctu [1J1a 8 UCITIH mo3BoiwuT:
- OLICHUTH cocTosiHue Oe3zonacHocTy unopmanuu MCIIJIH, BBISIBUTH MCTOUYHUKH
BHYTPEHHUX UM BHEUIHUX YIrpo3 HH(OpMAIMOHHONW O€30MacHOCTH, ONpPEIETUTh
MIPUOPUTETHBIE HANPABICHUS NPEAOTBPAILICHUS, OTPAXKEHUS W HEUTpaAIU3ALUU ITUX
yTpos;
- pa3paboTarh pacHopsIUTEIbHbIE M HOPMATHUBHO-METOJUYECKUE JTOKYMEHTHI
npumenuTenbHo K UCIH;
- npoBecTu Kiaccudukamnuio u ceprudpukanuto UCIIIH;
- MPOBECTH OPraHU3aAlMOHHO-PEKMMHBIE M TEXHUYECKUE MEPONPHUATUS IO
obecneuenuto 6e3onacuoctu I1/{n B UCIT/IH;
- o0ecreunTh He0OXOMUMBIN YPOBEHb 0€30MTaCHOCTH OOBEKTOB 3AIUTHI.
OcCyIIeCTBIEHUE ATUX MEPONPUSATUN 00ECHEUYUT CO3/IaHHE EIUHOM, IIEJIOCTHOU U
CKOOpJIMHUPOBaHHOU cucTemMbl nHPopManmoHHo Oe3omacHoct MCII[AH u co3mact
YCJIOBHUS U1l €€ JaJIbHEHIIETO COBEPIICHCTBOBAHUS.
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13. CHUCOK UCITIOJIB3OBAHHBIX UCTOYHHUKOB

OCHOBHBIMM HOPMATHBHO-TIPABOBBIMH W METOJUYECKHUMH JIOKYMEHTAMH, Ha
KOTOpbIX Oaszupyetcst HacTosee [lonoxenue sBIsIOTCS:

1. ®denepanbhbiii 3akoH oT 27.07.2006 1. No 152-D3 «O nepcoHaIbHBIX JaHHBIX)
(manee - O3 «O nepcoHANBbHBIX JTAHHBIX)»), YCTAHABIUBAIOIIUM OCHOBHBIC TTPUHIIUIIBI U
ycioBust o6pabotrku [1/IH, mpaBa, 0O0sS3aHHOCTHU M OTBETCTBEHHOCTh YYaCTHUKOB
OTHOIIICHUH, CBSA3aHHBIX ¢ 00padoTkoi I1/]H.

2. «llonoxenne 06 obecneueHnH 0€30MACHOCTH MEPCOHANBHBIX JAHHBIX MPH HX
o0paboTke B HMH(OPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX TaHHBIX», YTBEPKICHHOE
[ToctanoBnenuem IlpaBurensctea PO ot 17.11.2007 r. Ne 781.

3. «llopsimox  mpoBenmeHusi  kiaccupukauu — MHOOPMALMOHHBIX  CHCTEM
NEPCOHANBHBIX JTaHHBIX», YTBEPKAEHHbIN coBMecTHBIM [Ipukazom ®CTIK Poccun Ne
55, ®Cb Poccuu Ne 86 u Munundopmcsszu PO Ne 20 ot 13.02.2008 r.

4, «llomoxxenue 00 OCOOCGHHOCTSAX OOpabOTKM TEPCOHATBHBIX  JAHHBIX,
OCYIIECTBIIsIEMOl 0€3 HCIOJNIb30BaHUS CPEACTB aBTOMATH3aLUMU», YTBEPKIACHHOE
[Tocranosnennem IIpaBurenbctBa PO ot 15.09.2008 r. Ne687.

5. «TpeOoBaHus K MaTepUaJbHBIM HOCUTENSIM OMOMETPHUYECKUX NEPCOHAIBHBIX
JAHHBIX W TEXHOJOTUSM XPAHCHMSI TAKUX JIaHHBIX BHE HMH(POPMAIMOHHBIX CHUCTEM
NEPCOHANBHBIX JaHHBIX», yTBepxkIeHHble [locranoBnenuem IlpaButensctBa PO ot
06.07.2008 r. Ne 512.

6. HopmatuBHO-MeTOmMueckue  JOKyMeHTHl — DenepanbHON  CIy)XObl  TO
TEXHUYECKOMY M 3KCIepTHOMY KOHTpoito Poccuiickoit denepanuun (nanee - @CTIOK
Poccun) no obecneuenuto 6e3onacuoctu [1/{n npu ux odbpadotke B UCII/IH:

7. PexomeHmauuu 1no obecrnedyeHuro 0€30MacHOCTH MEPCOHANBHBIX JAAHHBIX IPH
ux 00paboTke B WH(OPMAIMOHHBIX CHUCTEMAaX IEPCOHANBHBIX JAHHBIX, YTB. 3aM.
mupektopa @CTIOK Poccun 15.02.08 r. (ICII)

8. OCHOBHbBIE MEpONPUATHS IO OPraHU3aAlUU U TEXHUYECKOMY OO0eCIeUeHUIO
0€30MacHOCTH TEPCOHATBHBIX JIAaHHBIX, O0OpabaThiBaéMbIX B HWH()OPMAIMOHHBIX
cUCTeMax IMEepPCOHANbHBIX NaHHBIX, YTB. 3aMm. naupektopa ®CTIK Poccun 15.02.08 r.
(ACL)

9. bazoBas Mogenb yrpo3 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX MpH HX
o0paboTke B MH(POPMALMOHHBIX CHUCTEMAaxX IMEPCOHAIBHBIX JAHHBIX, YTB. 3aM.
nupekrtopa DCTIK Poccun 15.02.08 r. (ICII)

10. Meronuka ompeaeneHus] aKTyalbHBIX YIpo3 O€30MacHOCTH TMEPCOHATBHBIX

JAHHBIX TIPU UX 00pab0TKe B MH(DOPMAITMOHHBIX CUCTEMaX MEPCOHAITBHBIX TaHHBIX, YTB.
3am. gupexropa @®CTIK Poccum 15.02.08 . (ICII)

NoanucaHo undpposomn
noanucbio: Pazberaesa
TaTbAHa AnekcaHppOBHa
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